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	#1.
	Human Resource Management – Disclosure
	
	
	
	

	
	
	
	
	
	

	
	The Environmental Health Manager stated, and it was later evidenced that xxx had been disclosed prior to commencing their new posts within Environmental Health.  The individual offers of employment state that disclosure is a requirement of the posts.  However, none of the xxx are currently registered on the SIC’s Disclosure Database.    Staffing who administer the disclosure process has confirmed no disclosure records are held and have now issued forms to the individual employees and informed the Service Manager.  
	An exercise should be undertaken to ensure that all employees who are required to be disclosed are processed and thereafter ensure that their disclosures are renewed in accordance with Council policy.

	Environmental Health Service Manager
	Staff have been provided with new disclosure check forms to complete and the Department has set up its own database to ensure that expired disclosure checks are flagged up rather than relying on reminders from Education & Social Care  to ensure that disclosures are renewed.
	Applications submitted with immediate effect.

	
	
	
	
	
	

	# 2.
	General – End User Systems (FLARE)
	
	
	
	

	
	
	
	
	
	

	
	1. Back up processes, access levels, change control procedures, licensing arrangements and audit logs were reviewed and are all appropriately controlled.

2. There are no documented Secure Operating Procedures for the Flare system.

3. Password management does not comply with the ICT Security Policy. The system is password controlled, however this is a one off password with no enforced changes.  The minimum password length, lifetime and reuse limit is set at zero.  That said, the system cannot be accessed remotely and can only be accessed via the network / environmental health / trading standards path.
	1. Secure Operating Procedures should be documented and

2.
Password management should be reviewed and applied appropriately.
	Environmental Health Service Manager
	Secure Operating Procedures are currently being developed and Password Management has been applied.
	Password Management has been applied and SOP’s will be developed by April 2010

	
	
	
	
	
	

	# 3.
	Financial Management – Sales Invoices
	
	
	
	

	
	
	
	
	
	

	
	A judgemental sample of 10 sales invoices raised during the audit scope period was reviewed.  All sales invoices were correctly and timeously raised.  On 4 occasions the invoice request was authorised by enforcement officers who are not recorded on the authorised signatories database.
	Enforcement Officers who raise documentation that results in invoice requests should be duly authorised through the authorised signatory process.
	Environmental Health Service Manager
	All enforcement officers who issue documents, which may be used to raise a sales invoice, have been requested to complete the authorised signatory form.  These forms will be sent to Finance to extend signing authority to these officers.
	With immediate effect

	
	
	
	
	
	

	# 4.
	Miscellaneous – Vehicle Usage
	
	
	
	

	
	
	
	
	
	

	
	The Assistant Environmental Health Officer’s are permitted to take vehicles home in the evening.  These Assistant EHO’s work on a rota system for out of office calls and this allows them to go directly to jobs from home e.g. stray dog and animal welfare visits.  The Environmental Health Service Manager stated that no logbooks are maintained for the vehicles as no private use is permitted.

All three Environmental Health vehicles have been evidenced on the ‘cost of vehicle usage spreadsheet’.  The ‘Cost of vehicle usage – guidance notes’ state that:

The Audit and Scrutiny Committee accepts that there are occasions when vehicles will be required to be taken home for call-outs.  Therefore, where this is the case, the calculation need not be carried out.

As both Assistant EHO’s vehicles are required for call-outs and the NSW’s vehicle is left at base overnight there is no requirement for this to be detailed on the spreadsheet.  However, calculations had been carried out for one of the vehicles.
	Some form of record, e.g. log books, should be kept to ensure that private usage of the vehicles is restricted to Home to Work only.


	Environmental Health Service Manager
	The appropriate staff have been advised that they must maintain a log book from 22/02/2010.
	22nd February 2010
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