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ACTION PLAN


	Audit

Com
	Comment
	Recommendation
	Responsible

Officer
	Agreed Action
	Proposed

Timescale

	
	
	
	
	
	

	# 1
	Asset / Inventory Management
	
	
	
	

	
	
	
	
	
	

	
	1.
There is no comprehensive record of inventory items recording their acquisition, issue, transfer and eventual disposal.

2.
There are no detailed procedures established for the control of all ICT assets from acquisition to disposal.

3. 
There is no record of any inventory issues in Feb/March/April 2004 for the Network Inventory.

4.
The issue / installation / acceptance records used by the Network Technicians and the Electronic Technician Service (ETS) are not in same format, also the information completed by the ETS includes data regarding the issue of computers, peripherals and other electronic equipment issued / installed by the ETS.

5.
The inventory records previously maintained on Track-It did not record printers and other computer peripherals nor do they record the acquisition of items prior to issue, price and value of the item.
	1.
Detailed procedures should be established for the control of all ICT assets.

2.
A comprehensive, accurate and up to date record of ICT assets held, including values, should be compiled.


	Tim Bentley
	A. Use computer system developed for Education ICT technicians.  (To record details of all base units, laptops and printers)

B. Record all Goods received; Link each item back to order number.

C. Record all new installations to user services.

D. Record current inventory details (as at 1st January 2004)

E. Record installation sheets (completed from 1st April 2004 to 31st March 2005)

F. Record all disposals with RDC

G. Carry out complete inventory/user inventory check
	31st March 2005

From 1st April 2005

From 1st April 2005

Complete by 30th September 2005.

Complete by 30th September 2005.

Complete by 30th November 2005.

Complete by 30th April 2006
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	# 2
	Financial Management - Petty Cash
	
	
	
	

	
	
	
	
	
	

	
	1.
Two of the “receipts” held were for IOUs for £5 and £4 on post it notes.  The latter IOU of which the value had been amended twice was dated 24/08 (presumably 2004) which was prior to the last two reimbursements on the 27.08.04 and 5.11.04.

2. An examination of Integra records for the last four reimbursements revealed that no VAT was reclaimed. There was £8.83 VAT on the receipts held.

3.
There is no ongoing record of imprest expenditure only the receipts held.
	1.
The IOUs should be redeemed immediately with the practice strictly forbidden. Any future occurrences should result in formal disciplinary action.

2. VAT should be reclaimed where applicable.

3. A record of transactions should be maintained.


	Stuart Moncrieff

Tim Bentley
	A.  Email all staff in ICT that this may result in disciplinary action if any re-occurrence. 

B. Set up petty cash book (advice to be sought from Finance)  
	28th February 2005

31st March 2005

	
	
	
	
	
	

	# 3
	Human Resources Management - Training Plans & Records
	
	
	
	

	
	
	
	
	
	

	
	1. No training plans are in place for individuals or the unit as a whole.
2. There is no system of co-ordinated record keeping for training undertaken.

	1. Compile training records for all employees.

2. Formulate training plans for individuals and for the ICT Unit as a whole.

3.
Implement a system to ensure training records are kept up to date.
	Sandy West
	Set up training database and ensure records are up-to date (also update personnel files)
	30th June 2005
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	# 4
	Human Resource Management - Register of Interests
	
	
	
	

	
	
	
	
	
	

	
	1. Three employees did not have forms present.

2. One employee had not fully completed the form.


	1 The Register of Interests should be brought up to date for all ICT employees in accordance with Council Policy and in the standard format available on the Council’s Intranet.

2 Induction lists completed by new employees of ICT should include completion of the relevant Register of Interest form.

3.
A reminder should be set to ensure Register of Interest forms are brought up to date on an annual basis in line with guidance from Personnel.
	Sandy West
	A. Co-ordinate with Town Hall and ensure these are up-to-date

B.  Co-ordinate with section leaders

C.  Annual update to be completed by 31st March 
	31st March 2005

31st March 2005 

31st March 2005 

	
	
	
	
	
	

	# 5
	Asset / Inventory Management - Vehicle Usage
	
	
	
	

	
	1.
The instructions regarding use of the ETS vehicles were originally determined by Education and have not been reviewed or re-issued since the service was transferred to ICT.

2.
The Electronic Technicians take the vehicles home in the evenings and weekends.  We have been verbally informed that this is permitted although personal use is not.  The reason given for taking home the vehicles was that this permitted the technicians to go directly to the job assignment instead of visiting base.  

3.
No vehicle logbooks are maintained therefore there is no record of usage that can be monitored to confirm that usage is restricted to Council use.

4.
The ETS vehicles were not included on ICT Unit’s insurance inventory nor were any of the other furnishings and equipment owned / used by the service.
	1.
The instructions regarding use of the service’s vehicles should be reviewed and re-issued to the employees concerned by ICT.

2.
Logbooks should be completed for all mileage undertaken in Council vehicles and these should be regularly reviewed to ensure that the vehicles are only used for Council business.
3.
The ETS vehicles and other assets are added to the ICT Unit’s main insurance inventory or a separate ETS insurance inventory.


	 Rory Gilles
	A.  Logbooks to be issued for all vehicles with appropriate instructions to staff using the vehicles.

B.  Double check that this has been done
	31st March 2005

28th February 2005
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	# 6
	Human Resource Management - Expenses & Overtime Claims
	
	
	
	

	
	
	
	
	
	

	
	1. Six expense claims had not been ruled off to prevent insertion of further information after authorisation.

2.
For eight overtime claim forms no prior approval was evidenced.
	1. Ensure that expense claim forms are completed in a manner that would prevent any subsequent amendment of expense details.

2.
Ensure overtime request forms are correctly completed, appropriately authorised and kept in an appropriate file for future reference. 
	Stuart Moncrieff
	All signatories are reminded to do these
	Done

	
	
	
	
	
	

	# 7
	General - Integra System Access 
	
	
	
	

	
	
	
	
	
	

	
	1.
A listing of all ICT Unit employees with enquiry or update access capability to Integra MIS on the 24 November 2004 was obtained.  There were eleven employees listed with access capability.  An examination of their access rights revealed that: two of those listed had not changed their password from the default password originally set up by ICT.

2.
Following Integra’s recent upgrade on 2 December we have been informed that the system will now enforce password change every 42 days.  This should now ensure that users cannot use default passwords for prolonged periods.  
	New users to Integra should be forced to change from ICT’s default password as soon as they first logon.


	Sandy West
	A.  Double check that this is working properly on the news system and report back to ICT audit review group.  This internal ICT Unit group meets monthly to review progress on these actions.
	31st March 2005 
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	# 8
	ICT Management Procedures - Systems Access Procedures
	
	
	
	

	
	
	
	
	
	

	
	1.
An examination of the records revealed that there were instances where the following has occurred:


Request for Access to E-mail, Telephone and Network Resources forms
· Unauthorised access CHRIS.

· Form processed with no authorising signature.


Request for Access to Integra MIS

· Unauthorised access to Integra - Forms not approved by Head of Finance.

· Access forms processed by ICT that do not have signature of Head of Finance although forms on Finance file has signature.

· Creation of multiple user.

2.
The following findings were found regarding the forms:


Request for Access to E-mail, Telephone and Network Resources forms

· Forms do not have provision for recording ICT employee who effected access / amendment to system and when.

Request for Access to Integra MIS

· Form has no provision for date of authorisation / date of approval / date ICT employee effected access / amendment to system.

· Various formats of Integra form in use with the content of these not reflecting organisational and ICT changes.

·    Capacity of user name box exceeds 
        capacity of field.
	1.
Only properly completed forms with the requisite authorising / approval signatures are processed.

2.
Where forms require amendments to existing users the correct user is identified and their access updated accordingly.

3.
ICT staff effecting access or amendments to systems properly record their actions on the form.

4.
The access forms are reviewed and amended to completely record all persons authorising / approving and effecting system access or amendments and the relevant dates of their actions.  The forms should also be updated to reflect organisational and ICT changes.

	Tim Bentley
	Review system access procedures.
	31st March 2005 
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	#9
	HUMAN RESOURCE MANAGEMENT - RECRUITMENT
	
	
	
	

	
	
	
	
	
	

	
	A review of the last five recruitments performed revealed the following:

1. In three cases evidence of Council approval for new posts was not provided.

2. In one case no job profile or job specification had been prepared.

3. In one situation the successful applicants job application could not be located.

4. On one occasion there was no evidence of transparency in the short-listing process.

5. In four situations letters to candidates not receiving an interview were not evident.

6. On one occasion the selection process was not transparent.

7. In one process detailed interview assessment sheets could not be located although a summary was noted.

8. In all cases there was no evidence of letters of appointment or terms and conditions being issued.

9. In all cases no letters to unsuccessful candidates could be located

10. References did not appear to have been taken up on three occasions

11. In all cases proof of qualifications could not be seen.

12. In one case evidence of a disclosure check could not be located.


	Ensure Council recruitment procedures are observed with appropriate documentation retained.


	Sandy West
	Meet with Town Hall staff to agree roles and responsibilities & ensure all documentation that needs to be retained for selection interview purposes is being stored properly.

Any interim recruitments must ensure that records are held in ICT Unit.
	31st March 2005 


Final Report Action Plan ICT
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