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ACTION PLAN
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	Recommendation
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	Proposed
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	# 1
	General - System Access Controls
	
	
	
	

	
	
	
	
	
	

	
	1.
An examination of access rights of former employees revealed that a former Clerical Assistant’s access rights to Integra were not rescinded when she left Payments.

2.
When a Skillseeker commenced with payments she was granted Integra access rights under a designated user ID.  When she changed her name new access rights under a new user ID were set up however the access rights under her previous user ID were not rescinded.  During the audit she left Payments on 22 February 2005 and moved to Personnel.  Her POPL
 all codes access was not rescinded on her departure from Payments.

3.
Although the passwords for the user ID for the Clerical Assistant and the initial Skillseeker user ID had expired, they had not been changed from the default password therefore Integra access under these user IDs could still be obtained.
	1.
Delete POPL all codes access for the user IDs for the Clerical Assistant and the Skillseeker.
2.
Establish procedures to ensure that employees’ access rights are rescinded when they leave the post for which the access rights have been granted.


	Payments Manager
	
	

	
	
	
	
	
	

	
	Verbal Comment
	
	
	
	

	
	
	
	
	
	

	
	It was noted that of the six expenses claims examined only one was properly ruled off in all unused areas whereas the remainder were only partially ruled off.
	Expenses claims should be properly completed.
	Payments Manager
	
	


� POPL (Purchase order purchase ledger):  Add, change, enquire on, de/re-activate record access profile for Payments Section staff across all codes.
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