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INFORMATION & COMMUNICATIONS TECHNOLOGY UNIT

1.
Auditee and Background

1.1
The auditee is the Information & Communications Technology (ICT) Unit Manager who has a direct line responsibility to the Chief Executive.

1.2 
The ICT Unit Manager is responsible through the Chief Executive and the ICT Management Board for the provision of the following principal services to the Council and its staff:

· Computing and telecommunications facilities and services  

· ICT strategy and policy development

· System and Software design

· ICT Project Management standards

· Development and support of ICT infrastructure

· Technical support of systems and users

· Central ICT and telephone system maintenance and management

· Security and controls, contingency planning and disaster recovery

· System Procurement Services

· Electronic Technicians Service (ETS) for Schools


1.3
Information & Communication Technology Unit are responsible for the management of support ledger budgets of £1,732,967 and general ledger budgets of £36,000 for the year ending 31 March 2005.  An analysis of the budgets for 2004/05 is presented below.

	Cost Centre
	Description
	Amount

	SRX1000
	ICT Service Manager
	212,982

	SRX1100
	Operations
	555,277

	SRX1200
	Network / Technical Support
	353,985

	SRX1300
	Electronic Technicians
	235,554

	SRX1400
	ICT Information Services
	175,224

	SRX1500
	Maintenance
	199,945

	Total
	
	£1,732,967

	
	
	

	GRX1001
	MGF2 Land & Property
	£36,000


In addition, in 2004/05, Information & Communication Technology Unit has capital project budgets of £1,143,000.


1.4
The current Information & Communications Technology establishment is:

	Post
	Number

	ICT Unit Manager
	1

	Operations Manager
	1

	Network & Tech Support Manager
	1

	Security & Operations Project Manager
	1

	Network Technicians
	4

	Network Technician P/T
	1

	Network Technician Temp
	2

	Network Assistants
	3

	Network Assistants P/T J/S Temp
	2

	Network Analysts
	6

	Senior Electronic Technician
	1

	Electronic Technicians
	4

	Electronic Technician Temp
	1

	Area ICT Technician Temp
	1

	Information Services Assistant
	1

	Graduate Placements
	2

	Switchboard Operator
	1

	Total
	33



1.5
Aside from the day-to-day use of the standard working applications on the Council’s WAN (WORD, EXCEL, E-mail etc.) the principal services related computer system used within Information & Communication Technology Unit is Track-It.  This is a modular software tool that can be used for: software monitoring, asset / inventory management help desk monitoring and a number of other ICT management related purposes.  The application was originally used for software monitoring and inventory however owing to operational problems and management issues it has ceased to be used for these purposes.  Currently it is only used for processing help desk enquiries / requests.  It is intended to reactivate software monitoring, asset / inventory management when a new upgraded version of the software is implemented.

2.
Audit Scope

2.1
This is an audit of Information & Communication Technology Unit.


2.2
The audit encompassed the following:  a review of the administration and controls surrounding the application of statute and Council policy, system access controls and their alignment with job responsibilities and segregation of duties, access to end user systems and back up routines, application of value for money criteria, use of screen savers, Human Resource Management including staffing arrangements, overtime and expense claims, training, employees register of interests, holiday entitlements and recruitment; Financial Management incorporating purchase orders, budgets, journals, virements, petty cash, lease payments; Capital Expenditure; Project Management; Contract Management; Asset / Inventory Management including acquisition, issue, disposal controls, record keeping and insurance arrangements; and ICT Management Procedures including system access procedures, help desk procedures and statistical returns.


2.3
The audit scope period within which audit tests were performed was the nine months to October 31, 2004.


Details of areas tested during the course of the audit are attached, Appendix 1.
3.
Key Audit Issues


3.1
Asset / Inventory management requires a fundamental review with the aim of establishing a comprehensive system that fully records all relevant details of assets through acquisition, issue, upgrade / amendment and eventual disposal. At present the lack of control leaves the opportunity for the misappropriation of desirable items e.g. laptops.


3.2
Systems access procedures and forms require reviewed and procedures implemented to ensure that adequate records are maintained of all persons authorising / approving and effecting system access or amendments and the relevant dates of there actions.
4. Other Audit Issues

4.1
Recruitment procedures require to be observed with appropriate documentation retained.


4.2
New users to Integra should be forced to change from ICT’s default password as soon as they first logon.


4.3
Expenses claims and overtime request forms should be properly completed and the latter are appropriately authorised and kept for future reference.

4.4
The petty cash imprest should be maintained in accordance with Financial Regulations and approved procedures.


4.5
Training plans / records should be compiled and maintained for all employees.


4.6
The Register of Interests should be maintained and updated in accordance with Council policy.


4.7
Instructions regarding use of the service’s vehicles should be reviewed and re-issued, logbooks issued, maintained and reviewed and the vehicles and other ETS assets included on the main insurance inventory.

5.
 Observations
5.1 
We were aware prior to the audit that the ICT Unit Manager had concerns in relation to Helpdesk operations. The newly appointed Security and Operations Manager has quickly identified these problems. We noted recent amendments to Help Desk procedures and further proposed improvements.  In view of this it was not felt constructive to perform testing in this area. However, the Help Desk procedures will be reviewed in the follow up audit.

5.2 
We would like to take this opportunity to thank all the staff from the ICT Unit for the time, patience and assistance afforded to Internal Audit during the course of the audit assignment. The positive attitude shown by staff, together with a ready willingness to acknowledge and accept recommendations, both written and verbal, made by Internal Audit, was appreciated throughout the audit process.

5.3   This audit will be followed up in approximately twelve (12) months time when areas of concern identified will be reviewed.

6.
Auditee Response
6.1
A written response is required to the Chief Executive, with copies to all recipients of this report, and Internal Audit, by 11 February 2005.

6.2 Attached as Appendix 2 is an action plan that requires to be completed and returned to Internal Audit.

Date: 14 January, 2005

Report No: IA/ICT/0405
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