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Payment Card Industry Data Security Standard Review 2010/11
1. Executive Summary

1.1 
This is a review of the controls surrounding the requirements of the Payment Card Industry Data Security Standard (PCI DSS).  

1.2 
PCI DSSs are technical and operational requirements set by the PCI Security Standards Council to protect cardholder data.  The standards apply to all organisations that store, process or transmit cardholder data.      

1.3 
It is pleasing to report that there are no key findings resulting from this review.  The Council are adhering to best practices and standards required.

2.
Scope of Review
2.1
The 12 PCI DSS Requirements are summarised as follows:

Requirement 1 – Install and maintain a firewall configuration to protect cardholder data

Requirement 2 – Do not use vendor-supplied defaults for system passwords and other security parameters

Requirement 3 – Protect stored cardholder data

Requirement 4 – Encrypt transmission of cardholder data and sensitive information across public networks

Requirement 5 – Use and regularly update anti-virus software

Requirement 6 – Develop and maintain secure systems and applications

Requirement 7 – Restrict access to cardholder data by business need-to-know

Requirement 8 – Assign a unique ID to each person with computer access

Requirement 9 – Restrict physical access to cardholder data

Requirement 10 – Track and monitor all access to network resources and cardholder data

Requirement 11 – Regularly test security systems and processes

Requirement 12 – Maintain a policy that addresses information security
3.  Background

3.1
The Council accepts payments through Capita’s Axis Managed APACS (Association for Payment Clearing Services) system. This is a fully managed accredited solution that allows Council services to securely process credit and debit card payments.  The system provides a comprehensive card processing solution and therefore removes the need for specialist on-site software, hardware or infrastructure.

3.2 
Card details are captured within the on-site application (Counter receipting or Paye.net).  The service then seamlessly, in real time connects from that application to the managed APACS, (Association for Payment Clearing Services), using a secure web connection which in turn connects to the bank to attempt payment authorisation.  The response is either ‘authorised’ or ‘declined’ and is securely passed back to the requesting system to handle accordingly.
3.4
In the light of the above arrangements with Capita, the technical testing involved in requirements 1, 2, 4, 5, 6, 11 and 12 above have not been carried out.  The remaining requirements 3, 7, 8, 9 and 10 were the subject of testing.
Details of areas tested during the course of the audit are attached, Appendix 1.

4.
Audit Issues
4.1
As a result of our review, the Income and Recovery Manager has recently circulated a reminder that no card information should be retained and that if copy receipts are required, the second part should be destroyed.  There are no further issues resulting from this review.  
5.
Other Observations
5.1
We would like to take this opportunity to thank the Income and Recovery Manager and the random sample of Paye.net users for the time, patience and assistance afforded to Internal Audit during the course of this review  
6.
Auditee Response

6.1 
As there are no matters to resolve, a response is not required. 
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