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To:
Head of Service – Organisational Development

cc:
Head of Finance 


Chief Executive

Human Resource Manager

ICT Unit Manager



From:
Service Manager - Internal Audit 

Review of Remote Working
1. Executive Summary

The Head of Service – Organisational Development is responsible for remote working arrangements.

It would appear that where remote working is being operated, both managers and staff are satisfied with the process.  However, this review has highlighted a number of administrative and security issues particularly in relation to encryption of confidential and sensitive data and the enabling of firewalls on mobile equipment.

2.
Scope
2.1 This is a review of Remote Working incorporating Policy and Administrative arrangements covering the policy on mobile/remote working, communication and approval, completion of documentation including applications, authorisations, check lists and risk assessments, insurance and guidance; ICT Security including levels of data protection, local firewall configuration, back ups, anti virus software, guidance on connection, configuration, SSL Security and wireless authentication.

2.2 Currently, there are no central records or statistics available on remote working and no comprehensive record of ICT arrangements.  

2.3 A sample of remote workers was obtained via an e-mail request for volunteers.  A sample of 15 remote workers and their managers were issued with questionnaires and requested to submit information to Audit.  In addition, ICT staff were interviewed regarding ICT security standards.

Details of areas tested during the course of the audit are attached, Appendix 1.

3. Key Issues

3.1
A full examination of remote working arrangements should be undertaken to clarify who our remote workers are, the equipment and connections to the network that are in use in order to ensure that all ICT security requirements are being met.

3.2 The encryption of all laptop disk drives and mobile media eg USB memory sticks used by all remote / mobile workers must be a priority within the overall encryption project already established by ICT.  Consideration should also be given to introducing a data classification scheme in order to encrypt confidential and sensitive data.

3.3
Group policy should be applied to enable the windows firewall facility on mobile equipment.  If a group policy is not feasible, then it should be part of the initial standard set up for all mobile computers.


4. Procedural Issues

4.1 All remote workers must complete an application form.

4.2 The recommended checklist should be reviewed, completed and considered by managers prior to authorisation.

4.3 Risk assessments must be completed and considered prior to authorisation.

4.4 Application forms should be appropriately authorised and dated.

4.5 Formal letters of approval should be issued.  

4.6 Insurance requirements should be clarified and communicated.

4.7 Copies of all correspondence referred to above should be retained on the personal file.

4.8 The guidance requires that statistics should be collated and reported accordingly.  Currently there is no information available.

4.9
Although guidance is embedded within the ICT Security Policy, specific remote working guidance surrounding the security control issues is  recommended.

5.
Other Observations
5.1
We would like to take this opportunity to thank ICT staff and the sample of remote workers who answered questionnaires and carried out remote testing on behalf of Audit, for the time and assistance afforded to Audit during the course of this review. 

6.  Auditee Response 

6.1 It has been agreed by the Head of Organisational Development that the issues will be addressed and co-ordinated by Organisational Development.  A response should be forwarded to Audit and all recipients of this report by the 10th November 2009.  

6.2
Key issues and progress with the procedural matters will be subject to follow up in 2010. 
Date:
13th October 2009
                                         Report No: IA/RW/OCT 2009
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