APPENDIX 1

SUMMARY OF FINDINGS

	SUMMARY OF FINDINGS

                  Control Objective                                     Findings / Risk                                                       Recommendations



	Control Objective
	Findings / Risk
	Recommendations

	
	
	

	1.
GENERAL
	
	

	
	
	

	1.1
Policies and procedures over the control and the administration of key areas of operation are established with policies appropriately approved and reviewed.
	None
	N/A

	
	
	

	1.2
System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.
	None
	N/A

	
	
	

	1.3
Access to end user systems is adequately restricted with critical systems files backed up on a regular basis and adequate change control procedures in place.
	A Seagate report was downloaded detailing the different types of access that Management Accountancy staff have on CHRIS.  It would appear that most of Management Accountancy have been allocated Delete, Add, Change and Enquiry for the following screens:

· ACT – Account Description
· ADC – Account Address Copy
· ADR – Employee Addresses
· AST – Allowance Sub-Table
· AWD – Salary Award Details
· DED – Deductions
· POD – Position Occupancy Details
· PDT – Deductions Table
· PTS - Superannuation Fund
· PYD – Pay Details – Basic
· REL – Position Relationship
· SUP – Employee Superannuation
Further enquiries revealed that where access forms existed at ICT, they were all requested as View Only’.  Some forms request ‘View Only – Same as AH’.  AH appears to be the only one that has appropriate access.  

Management Accountancy staff requested View Only (4) access.  They were unaware that the access granted in many instances is Delete, Add, Change and Enquiry (1).

There is a risk of data being manipulated, corrupted or lost (intentionally or otherwise).

Audit Comment #3
	CHRIS access rights for Management Accountancy should be reviewed and amended by the Service Manager in consultation with ICT’s Security and Operations Manager.

	
	
	

	1.4
The application of value for money criteria within Management Accounts is appropriately addressed.
	None
	N/A

	
	
	

	1.5
Measures are in place to prevent interruption of critical areas of operation.
	None
	N/A

	
	
	

	
	
	

	2.
HUMAN RESOURCE MANAGEMENT
	
	

	
	
	

	2.1 Staffing arrangements for Management Accountancy are appropriately determined and administered in accordance with national conditions and local policies.


	None
	N/A

	
	
	

	2.2
Salary information submitted for payroll input is appropriately completed and subject to prior review and approval.
	None
	N/A

	
	
	

	2.3
Staff terminations, transfers, extensions and promotions are timeously notified to payroll.
	None
	N/A

	
	
	

	2.4
Employee performance reviews are undertaken in accordance with Council policy with staff training and development carried out accordingly.
	None
	N/A

	
	
	

	2.5
Recruitment is performed in line with Council procedures.
	None
	N/A

	
	
	

	3.
CODING STRUCTURE
	
	

	
	
	

	3.1
All codes set up are properly authorised and documented.
	Verbal Comment
	Check the re-activated audit report to the de-activated spreadsheet during the follow up.



	
	
	

	3.2
All relevant records within the financial management system are updated with details of all financial transactions.
	1)
The Organisational Views within INTEGRA are based on the SIC organisational structure when INTEGRA was set up.  The SIC organisational structure has been re-organised over the years.  Some of the re-organisational changes have been reflected in the Chart of Accounts and others have not.  

A high level analysis of the structure reveals the following section of organisational views to be out of date:

All Cost Centres by BRO – covering Chief Executive, Director of Commercial Services, Director of Development, Director of Education and Community Services, Executive Director Infrastructure, Director of Finance & Housing

It has been stated that although organisational views are out of date, they are rarely used because the information is accessible through Seagate.

2)
A review was undertaken on the current active (Y) and de-active (N) ledger codes with the following results:
Status

Last Updated

Number of Ledger Codes

N

1999

593

N

2000

2,784

N

2001

3,436

N

2002

10,058

N

2003

11,394

N

2004

5,659

N

2005

2,860

N

2006

3,556

N

2007

1,069

Total 

de-active

41,409
Y

Total active

24,120

Total 

on system

65,529

3) Enquiries from ICT confirmed that no information has been archived since the inception of INTEGRA.  It was stated by ICT that ‘while there were obviously some overheads to storing this much data, it does not cause a problem at the moment’.  

Internal Audit have been unable to ascertain:

· What are the capacity levels

· Where are we now

· If/when will capacity affect performance

· What kind of archive facility is available

· Has it ever been used, tried or tested 

· Would archived information be easily accessible

· Are there any plans to archive

Given the lack of information available, it would appear that future Integra performance and capacity management issues have not been adequately considered.

1. Organisational Views are out of date, do not reflect the current structure and can be misleading.

2. The system is cluttered with thousands of de-activated ledger codes many of which have not been used for over 5 years.  This will have performance implications.

3. There are no immediate or future plans to systematically or routinely archive information.  This may cause capacity issues in the future.

Audit Comment #1
	1. Organisational Views should be updated to reflect the current structure or, if not utilised, removed.

2. Consideration should be given as to how and when data / de-activated ledger codes should be archived and if and how archived information can be accessed.

3. Plans should be formulated in conjunction with ICT to ensure that capacity and performance issues within the financial management system are appropriately managed to ensure a robust and resilient system into the future.


	
	
	

	4.
BUDGETARY CONTROL
	
	

	
	
	

	4.1
Budgets are controlled in accordance with financial regulations.
	None
	N/A

	
	
	

	4.2
Budgets are approved and supported by documentary evidence.
	None
	N/A

	
	
	

	4.3
Budgets are initiated and recorded promptly.

	None
	N/A

	
	
	

	4.4
All relevant records are updated with the amount of budget set.
	None
	N/A

	
	
	

	4.5
Capital expenditure is appropriately recorded and regularly reported.
	None
	N/A

	
	
	

	
	
	

	
	
	

	5.
JOURNALS / VIREMENTS
	
	

	
	
	

	5.1
All journals are properly authorised, correctly calculated, coded and posted and have adequate supporting documentation.
	None
	N/A

	
	
	

	5.2
 All virements are properly authorised, correctly calculated, coded and posted and have adequate supporting documentation.
	A virement download was obtained from Seagate.  From a sample of 20 virements selected:

· In 16 instances the virements were processed in accordance with the Financial Regulations and Council Policy.

· Two electronic virements were processed with no appropriate back up. One of these virements totalled £123,268. This was approved by a Head of Service and should have been approved by an Executive Director.

· One virement for over £62k was authorised by a Service Manager and a Head of Service when it should have been signed by an Executive Director or EMT.  There was no back up evidenced for this virement.

· A further manual virement for over £69k was appropriately approved but had no back up.
1. Back up documentation is not always being received where appropriate.  This is a particular concern with electronic virements which are being uploaded  without adequate back up.

2. Appropriate levels of authorisation are not always being obtained
Audit Comment #2
	1. Where appropriate, Management Accountancy staff must ensure that there is always relevant back up documentation prior to uploading the virement.

2.
Management Accountancy staff must ensure that virements have been approved in accordance with the Authorisation of Virements Procedure prior to processing the details.


	
	
	

	6.
MISCELLANEOUS
	
	

	
	
	

	6.1
Re-charges are correctly calculated and appropriately approved.
	None
	N/A

	
	
	

	6.2
Returns are accurately completed and promptly submitted.
	None
	N/A

	
	
	

	6.3
Grant disbursements are appropriately monitored and recorded on a Council wide system.
	Verbal Comment
	Benefactor Database to be reviewed during the follow up.

	
	
	

	6.4
Ensure the completeness and integrity of the Asset Register
	Verbal Comment
	Ensure that action has been taken on External Auditors comments during the follow up.

	
	
	

	6.5
Establish the process for setting harbour dues at Sullom Voe
	None
	N/A

	
	
	

	6.6
Determine the procedures for the preparation and completion of the Valuation Joint Board accounts and Zetrans accounts.
	 Verbal Comment
	Review procedure documents for accounting for ZetTrans during the follow up.




2

