APPENDIX 1

SUMMARY OF FINDINGS

	SUMMARY OF FINDINGS

                  Control Objective                                     Findings / Risk                                                       Recommendations



	Control Objective
	Findings / Risk
	Recommendations

	
	
	

	1.
GENERAL
	
	

	
	
	

	1.1
Policies and procedures over the control and the administration of key areas of operation are established with policies appropriately approved and reviewed.
	None
	N/A

	
	
	

	1.2
System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.
	None
	N/A

	
	
	

	1.3
Access to end user systems is adequately restricted with critical systems files backed up on a regular basis and adequate change control procedures in place.  Software licences are up to date and installable media is securely located.
	1. Back up processes, access levels, change control procedures, licensing arrangements and audit logs were reviewed and are all appropriately controlled.

2. There are no documented Secure Operating Procedures for the Flare system.

3. xxx
1. Sections 1.5, Secure Operating Procedures and 4.3, Password Properties, of the ICT Security Policy are not being applied.

Audit Comment #2
	1. Secure Operating Procedures should be documented and

2.
Password management should be reviewed and applied appropriately.

	
	
	

	1.4
The application of value for money criteria within Environmental Health is appropriately addressed.
	None
	N/A

	
	
	

	2.
HUMAN RESOURCE MANAGEMENT
	
	

	
	
	

	2.1
Staffing arrangements for Environmental Health are appropriately determined and administered in accordance with national conditions and local policies.
	None
	N/A

	
	
	

	2.2
Salary information submitted for payroll input is appropriately completed and subject to prior review and approval.
	None
	N/A

	
	
	

	2.3
Staff terminations, transfers, extensions and promotions are timeously notified to payroll.
	None
	N/A

	
	
	

	2.4
Employee performance reviews are undertaken in accordance with Council policy with staff training and development carried out accordingly.
	None
	N/A

	
	
	

	2.5
Holiday entitlements are carried out in accordance with Council policy.
	None
	N/A

	
	
	

	2.6
Where applicable staff and contractors are adequately screened prior to appointment.
	The Environmental Health Manager stated, and it was later evidenced that the xxx had been disclosed prior to commencing their new posts within Environmental Health.  The individual offers of employment  state that disclosure is a requirement of the posts.  However, none of the xxx are currently registered on the SIC’s Disclosure Database.    Staffing who administer the disclosure process have  confirmed no disclosure records are held and have now issued forms to the individual employees and informed the Service Manager.  

1. It would appear some staff are currently not Disclosure Scotland checked.  This leaves the Council potentially exposed.

Audit Comment #1
	1. An exercise should be undertaken to ensure that all employees who are required to be disclosed are processed and thereafter ensure that their disclosures are renewed in accordance with Council policy.


	
	
	

	2.7
Absence management policy requirements are observed.
	None
	N/A

	
	
	

	3.
FINANCIAL MANAGEMENT
	
	

	
	
	

	3.1
Purchase orders and accounts are authorised and correctly processed in accordance with Financial Regulations.
	None
	N/A

	
	
	

	3.2
Budgets are regularly monitored and significant variances investigated.
	None
	N/A

	
	
	

	3.3
Sales invoices are accurately prepared and approved, issued timeously and correctly posted.
	A judgemental sample of 10 sales invoices raised during the audit scope period was reviewed.  All sales invoices were correctly and timeously raised.  On 4 occasions the invoice request was authorised by enforcement officers who are not recorded on the authorised signatories database.

1. Sales invoices are being raised using documentation authorised by enforcement officers but these officers are not recorded on the authorised signatory  database.

Audit Comment #3
	1. Enforcement Officers who raise documentation that results in invoice requests should be duly authorised through the authorised signatory process.

	
	
	

	3.4
All income sources are identified and charges are regularly reviewed.  Cash takings and balances are adequately secured, promptly banked, correctly allocated and fully accounted for.
	None
	N/A

	
	
	

	4.
ENVIRONMENTAL HEALTH
	
	

	
	
	

	4.1
Regulations are being adhered to regarding programme of premises inspections for food hygiene, food standards and effective food law enforcement.
	None
	N/A

	
	
	

	4.2
Requirements under the Animal Health act are being carried out.
	Verbal Comment
	Review the new procedures ensuring invoices are raised during the follow  up.

	
	
	

	4.3
Environmental protection statutory nuisance abatement, air quality management, contaminated land strategies, shore line clean up, fly-tipping controls etc are applied.
	None
	N/A

	
	
	

	4.4
Statutory functions under the Health & Safety at Work Act 1974 are undertaken.
	None
	N/A

	
	
	

	4.5
The Scheme of Assistance and the Fuel Poverty Grants are appropriately administered and only extended to those who fulfil qualification criteria.
	None
	N/A

	
	
	

	4.6
Licensing and registration procedures are appropriately administered and authorised.
	None
	N/A

	
	
	

	4.7
Port Health procedures are adhered to.
	None
	N/A

	
	
	

	4.8
Grant claims and Scottish Government statistical returns are accurately and punctually completed.
	None
	N/A

	
	
	

	4.9
Test instrumentation is regularly checked and calibrated.
	None
	N/A

	
	
	

	4.10
Statutory duties under the Prevention of Damage by Pests act 1949 and the Public Health (Scotland) Act 1897 are being met.
	None
	N/A

	
	
	

	4.11
Enquiries and complaints in connection with anti-social behaviour are responded to appropriately.

	Verbal Comment
	Check older cases closed during the follow up.



	
	
	

	4.12
Arrangements for service provision from third parties are contractually enforceable.  
	None
	N/A

	
	
	

	5.
MISCELLANEOUS
	
	

	
	
	

	5.1
Vehicles are appropriately utilised by insured drivers with logbooks maintained.
	The Assistant Environmental Health Officer’s are permitted to take vehicles home in the evening.  These Assistant EHO’s work on a rota system for out of office calls and this allows them to go directly to jobs from home e.g. stray dog and animal welfare visits.  The Environmental Health Service Manager stated that no logbooks are maintained for the vehicles as no private use is permitted.

All three Environmental Health vehicles have been evidenced on the ‘cost of vehicle usage spreadsheet’.  The ‘Cost of vehicle usage – guidance notes’ stated that:

The Audit and Scrutiny Committee accepts that there are occasions when vehicles will be required to be taken home for call-outs.  Therefore, where this is the case, the calculation need not be carried out.

As both Assistant EHO’s vehicles are required for call-outs and the NSW’s vehicle is left at base overnight there is no requirement for this to be detailed on the spreadsheet.  However, calculations had been carried out for one of the vehicles.

1. Adequate records are not being kept to demonstrate that private usage of the vehicles is restricted to Home to Work travel only.
Audit Comment #4
	1. Some form of record, e.g. log books, should be kept to ensure that private usage of the vehicles is restricted to home to work only.



	
	
	

	5.2
Travel is undertaken in accordance with Council Policy.
	Verbal Comment
	All travel requests should be authorised timeously where possible.

	
	
	

	5.3
Records are destroyed in accordance with the Council’s Retention and Destruction Schedule.
	None
	N/A


2

