APPENDIX 1

SUMMARY OF FINDINGS

	SUMMARY OF FINDINGS

                  Control Objective                                     Findings / Risk                                                       Recommendations



	Control Objective
	Findings / Risk
	Recommendations

	
	
	

	1.
GENERAL
	
	

	
	
	

	1.1
Policies and procedures over the control and the administration of key areas of operation are established with policies appropriately approved and reviewed.
	None
	N/A



	
	
	

	1.2
System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.
	Verbal Comment
	Ensure Integra  access for two members of staff has been reduced to requested and approved level during the follow up.

	
	
	

	1.3
Access to end user systems is adequately restricted with critical systems files backed up on a regular basis and adequate change control procedures in place.
	None
	N/A



	
	
	

	1.4
IT equipment is securely located and adequate precautions exist to protect the equipment.
	None
	N/A



	
	
	

	1.5
The application of value for money criteria within the Library Service is appropriately addressed.
	None
	N/A



	
	
	

	1.6
Measures are in place to prevent interruption of critical areas of operation.
	None
	N/A



	
	
	

	1.7
The Library Service Plans are submitted timeously.
	None
	N/A



	
	
	

	2.
HUMAN RESOURCE MANAGEMENT
	
	

	
	
	

	2.1
Staffing arrangements for the Library are appropriately determined and administered in accordance with national conditions and local policies.
	None
	N/A



	
	
	

	2.2
Employee details held on CHRIS are accurate and up to date.
	None
	N/A



	
	
	

	2.3
Salary information submitted for payroll input is appropriately completed and subject to prior review and approval.
	None
	N/A



	
	
	

	2.4
Staff terminations, transfers, extensions and promotions are timeously notified to payroll.
	None
	N/A



	
	
	

	2.5
Time sheet information is appropriately completed and accurately compiled.
	None
	N/A



	
	
	

	2.6
Employee performance reviews are undertaken in accordance with Council policy with staff training and development carried out accordingly.
	None
	N/A



	
	
	

	2.7
An up to date register of employees’ interests is maintained.
	None
	N/A



	
	
	

	2.8
Holiday entitlements are carried out in accordance with Council policy.
	None
	N/A



	
	
	

	
	
	

	2.9
Recruitment is performed in line with Council procedures.
	None
	N/A



	
	
	

	2.10
Where applicable staff and contractors are adequately disclosed.
	Thirty three employees are registered as employed by the Shetland Library Service.  A check comparing current employees on CHRIS with the Disclosure database reveals the following are not recorded as being disclosure checked:

Position Held
XXX

2

XXX

5

XXX

2

XXX

3

Total
12
A further check was made with the Disclosure Database Administrator who confirmed that she has no record of the 12 listed ever being disclosed by this authority.  

Discussions with the Library staff involved revealed that they have in fact been disclosed by the Council over a period of years and certificates dated 2003 have been evidenced.  As these employees are not recorded as disclosed, they have been omitted from the renewal stage and their clearance is now out of date.

This test now raises significant concerns regarding the completeness of the information on the Disclosure Database.

1.
The current Disclosure Database is incomplete.

2.
A significant number of Library staff have not been included in the rolling programme of renewal for Disclosure Scotland.
Audit Comment #2
	1.
The Disclosure Database must be checked for completeness to ensure that all relevant employees are disclosed and that they are recorded on the database.

2.
Disclosure checks should be carried out for all Library staff who do not hold current Disclosure Certificates.



	
	
	

	2.11
Absence management policy requirements are observed.
	None
	N/A



	
	
	

	2.12
Employees personnel records are held securely.
	None
	N/A



	
	
	

	3.
FINANCIAL MANAGEMENT
	
	

	
	
	

	3.1
Purchase orders and accounts are authorised and correctly processed in accordance with Financial Regulations.
	Verbal Comment
	Goods received to be reviewed during the follow up.

	
	
	

	3.2
Budgets are regularly monitored and significant variances investigated.
	None
	N/A



	
	
	

	3.3
Journal entries are authorised and correctly recorded as to account, amount and period.
	None
	N/A



	
	
	

	3.4
Virements are administered in accordance with Council policy and Financial Regulations.
	None
	N/A



	
	
	

	3.5
Sales invoices are accurately prepared and approved, issued timeously and correctly posted.
	None
	N/A



	
	
	

	
	
	

	
	
	

	3.6
Petty Cash balances are reconciled on a regular basis and maintained on an imprest system.
	None
	N/A



	
	
	

	3.7
All income sources are identified and charges are regularly reviewed.  Cash takings and balances are adequately secured, promptly banked, correctly allocated and fully accounted for.
	None
	N/A



	
	
	

	3.8
Lease payments are being carried out in accordance with agreements.
	None
	N/A



	
	
	

	3.9
Credit cards, cheques and office keys are adequately secured.
	XXX
1. 
The Credit card may be inappropriately used, as employees other than the registered holder know the details.

2. Fraudulent transactions could be made without an audit trail to determine the source of the transaction.

3. If the Bank were aware of this misuse, the credit card facility could be withdrawn from the current registered holder and could jeopardise the facility for the Council as a whole.
Audit Comment #4
	1.
The Credit Card Procedures must be adhered to and the details of each card held by the service must be  kept secure and known only to the registered holder.



	
	
	

	4.
LIBRARY MANAGEMENT
	
	

	
	
	

	4.1
Library membership is correctly administered.
	A random sample of 25 names was taken from the borrowers list and the relevant forms were safely located in locked cabinets in the Old Library Centre.

The results of the test are as follows:

· On 12 occasions no identification is recorded (the ID box is not ticked)

· In a further 4 instances where identification has been provided it has not been described

· In 18 instances the application was not initialled by the person who has processed it

· On 1 occasion the form was not signed

· In 3 instances the forms were not dated
When visiting the Learning Centre, registered users provide their membership card prior to accessing computing facilities.  Visitors who are not registered users are requested to fill in a form completing their name and home address prior to being logged into a PC.  Proof of identify is not requested.

1. Library procedures are not being followed and lending resources may be misappropriated.

2. In event of an investigation, into misuse of the Internet, identification of individuals may not be possible.
Audit Comment #3
	1. The Shetland Library Procedures Manual instructions relating to new users should be adhered to:

· Identification should be requested and type recorded on all applications for Library or Pubic Internet Access membership.

· Employees registering new borrowers should be identified on the application form.

2.
Visitors accessing the computing facilities within the Learning Centre should be asked to provide proof of identification.



	
	
	

	4.2
Catalogue of resources is correctly maintained.
	None
	N/A



	
	
	

	4.3
Borrowing of resources from outside establishments is accurately recorded and monitored.
	None
	N/A



	
	
	

	4.4
Overdue resources are managed in accordance with policy.
	A report was prepared from Talis by the Systems Librarian detailing all overdue resources from the Shetland Library and the Anderson High School Library.  An analysis of the findings is detailed below:

Year

Lerwick Library

AHS

Total

2004

3

0

3

2005

2

0

2

2006

27

1

28

2007

131

43

174

2008 > 99 days

95

28

123

2008 > 14 days &  < 99

585

71

656

Totals

843
143
986
A random sample of 22 overdue resources covering the period from 2004 to January 2008 was taken from the report.  The results are summarised as follows:

· On 11 occasions only 3 letters were issued.  It was explained there may be a problem with the system whereby if the 99th day falls on a Saturday or Sunday, the 4th letter may not be generated.

· On 19 occasions the status of the bar coded resource was ‘In Stock’. 

· In 12 of the 19 instances recorded as ‘In stock’, the outstanding resource on loan is the only copy.

· In 2 instances the status is withdrawn and in 1 case the status is at Query. 

· When accessing the on-line Public Catalogue, in 19 instances it is recorded that the resource is out on loan and available from dates ranging from July 2004 to January 2008.  

· In 11 instances the outstanding resource has not been passed on to the Senior Librarian.

· In 3 instances the outstanding resource should have been pursued by a school.

· In 2 instances it was unclear whether the outstanding resource should be pursued by a school or by the Lerwick Library.

· All borrowers within the sample were appropriately ‘Blocked’, except where the instances were passed to the Senior Librarian and appropriate decision to withdraw etc have been made.
The Senior Librarian agreed that the guidance procedures for Outstanding Resources / Blocked Borrowers are not detailed enough, for example:  

· There is no written guidance regarding what stage the Senior Librarian should be consulted – informal guidance is once all reasonable attempts have failed.

· At what stage should the status be manually changed to Query status.  It is recognised that there are many complications with Query status.

· Who is responsible for pursuing a resource from one site when the borrower is registered at a different home site 

· When a school borrower becomes a registered borrower, who is responsible for following up existing outstanding resources.

Library Assistants process outstanding resources with follow up telephone calls etc and record their actions on spreadsheets. It is recognised that there is limited space on Talis notes for this type of information but a summarised note/date/initials would provide a more complete picture and a permanent record until problems are resolved.  For example there is no information currently available on the outstanding resources from 2004, 05 and 06.

The outstanding borrowers reports do not show all outstanding resources and a significant number of the old 2004, 05, 06, 07 items have not been passed to the Senior Librarian.

Resources that should have been progressed as ‘Withdrawn’ or ‘Query’ are recorded as available on the on-line Public Catalogue.  It is clearly visible to borrowers and potential borrowers from perusing the public catalogue that there are many resources not returned.

1. The procedure of sending out four letters requesting return of books is not always being adhered to due to a fault in the parameters set within Talis.

2. The follow up procedures after three letters are not clearly defined in the Procedures Manual. This has resulted in long standing overdue resources not being progressed to either Query or Withdrawn by the Senior Librarian.  This also leaves the resources as available on the on-line public catalogue with long outstanding dates.  

3. Responsibilities are not clearly defined with regard to follow up of outstanding resources when the resource and the borrower are from two different sites, or a borrower registered as a school user becomes a registered user at another home site.

4. Follow up actions regularly carried out by the Library Assistants are not recorded on Talis and therefore there is no complete record of actions taken.

5.
The outstanding borrowers report does not show all outstanding borrowers from 2007, 06, 05 and 04.
Audit Comment #5
	1. The reason for only three letters being generated should be investigated and if necessary, parameters on Talis should be amended to ensure that the fourth letter is system  generated.

2. A more detailed follow up procedure should be developed to clearly define responsibilities such as when to forward an issue to the Senior Librarian, and who is responsible when the resource belongs to a site other than the home site etc.

3. Consideration should be given to annotating follow up actions on Talis providing a more complete and lasting record of action taken.

4. Outstanding borrowers reports should be regularly cross-referenced with outstanding resources report to ensure that all outstanding resources/borrowers are being addressed.  

5. Outstanding borrowers and outstanding resources should be reviewed on an annual basis.  Thereafter, decisions made and status updated on all outstanding resources over a pre-determined time period e.g. 1 year old.


	
	
	

	4.5
The purchase of library materials is adequately controlled.
	None
	N/A



	
	
	

	4.6
Filtering on public internet access is appropriate and adequately monitored.
	The Shetland Library Computers Acceptable Use Policy and the Shetland Library Learning Centre Manual 2008 / Internet Filtering / Access to Blocked Sites, are inconsistent and do not comply with the filtering set up. It is recognised by the Library Service Manager that the Shetland Library Learning Centre Manual does not reflect the current provision of internet services to the public. 

XXX
The ICT Service Manager has initiated a Project to clearly define responsibilities for configuring the filters, what the configurations should be, who should have the ability to change categories and sites, level of monitoring and responsibility for monitoring across all SIC networks.


The Scottish Library & Information Council Public Libraries e-Content Survey Report 2006:


3. Monitoring


The vast majority of authorities (26) rely to some extent on staff to monitor inappropriate use of the internet and PCs.  Of these, nine authorities reported that they depended entirely on staff vigilance and had no other mechanisms in place.  A substantial number of authorities (16) depend on some level of monitoring from the IT Department, with three of these relying on this as the sole means of monitoring.  The most notable change from the previous years results is that the number of authorities involving IT departments in the monitoring process has doubled.  There has also been a slight decrease in the number of libraries depending solely on staff vigilance but an overall increase in staff involvement in monitoring in some capacity.  This suggests that libraries are favouring a more joined-up approach to the monitoring process. 

1.
Images that can be accessed may contain material that is illegal or offensive to children and other adults using the Library.

2. The Acceptable Use Policy and the Learning Centre Manual, are inconsistent and do not comply with the filtering set up.
3. Authority and responsibility for decisions on levels of access, internet filtering configuration, categorisation, maintenance and changes is not clearly defined.

4. When accessing images, both adults and children can quite easily switch off the ‘moderation preference’ within search engines, resulting in adults easily accessing ‘hard core’ material and children accessing ‘inappropriate’ material.

5. Staff vigilance is the only current method of monitoring internet usage in the Library.

Audit Comment #1
	1.
A public internet usage policy must be clearly defined and thereafter be consistent with procedures and configuration. 

2. Authority and responsibility for levels of internet access, filtering configuration, categorisation, maintenance and changes should be defined.

3.
A policy on methods of monitoring should be established.

4.
The ‘moderation preference’ should be activated on all search engines and a technical solution on the ability to disable the moderation functions should be addressed as soon as possible.



	
	
	

	5.
CAPITAL EXPENDITURE
	
	

	
	
	

	5.1
Capital works are correctly determined and represent either an enhancement to or improvement of a library facility.
	None
	N/A



	
	
	

	5.2
Commitments and expenditures made have received prior Council approval and are accurately recorded as to account, amount and period.
	Verbal Comment
	Review capital budget approval during the follow up.



	
	
	

	5.3
Adequate monitoring of works in progress and associated reporting to Council takes place.
	None
	N/A



	
	
	

	6.
CONTRACT MANAGEMENT
	
	

	
	
	

	6.1
Arrangements for service provision from third parties are contractually enforceable.
	None
	N/A



	
	
	

	6.2
Steps are taken to ensure contract conditions are being applied.
	None
	N/A



	
	
	

	6.3
Contracts are awarded in accordance with original stipulated criteria.
	None
	N/A



	
	
	

	7.
  MISCELLANEOUS
	
	

	
	
	

	7.1
Statistical returns are accurately completed and promptly submitted.
	None
	N/A



	
	
	

	7.2
Grant claims and Scottish Executive returns / Performance Indicators are accurately and punctually completed.
	None
	N/A



	
	
	

	7.3
Log books are maintained for Library vehicles and vehicles are only utilised by insured drivers.
	None
	N/A



	
	
	

	7.4
Travel is undertaken in accordance with Council Policy.
	Verbal Comment
	Ensure travel requests are appropriately authorised by Head of Service.  To be reviewed during the follow up.

	
	
	

	7.5
Records are destroyed in accordance with the Council’s Retention and Destruction Schedule.
	None
	N/A



	
	
	

	7.6
Inventories are maintained for all assets with suitable insurance arrangements in place.
	None
	N/A



	
	
	

	7.7
Risk assessments have been completed and thereafter suitable working procedures implemented.
	Verbal Comment
	During the follow up, ensure that review dates are recorded on the assessment forms.

	
	
	


5

