


Control Objective


�
Findings / Risk�
Recommendations�
�
1.	GENERAL


�
�
�
�
1.1	Policies and procedures over the control and the administration of key areas of operation have been established.�
It was noted during the course of the audit that Cypher Group Limited are the main supplier of books to the library with expenditure in the current and previous financial years as follows: 





2002 / 03 (to date)	  -  £59,865


2001 / 02             	  -  £89,171


2000 / 01		  -  £162,825





These sums amount to well over five times the de minimis sum. 





We acknowledge that main suppliers were contacted by letter, for quotations in 1999, in an attempt to obtain Best Value for the Council





Shetland Islands Council Standing Orders Relating To Tenders and Contacts are not being complied with.





EC regulations may also apply and the Council could be in breach of them.





(Audit Comment #3)�
Seek advice from Legal & Administrative Services (Acting Divisional Manager – Legal Services and / or Contract Standards Officer) to determine appropriate course of action.�
�
�
�
�
�
1.2	System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.�






None�






N/A�
�
�
�
�
�
1.3 	Access to end user systems are adequately restricted and critical system files are backed-up on a regular basis.�






None�






N/A�
�
�
�
�
�
1.4 The application of value for money criteria within the library is appropriately addressed.�



Refer Observation 4.1�



Refer Observation 4.1 �
�
�
�
�
�
2.	HUMAN RESOURCE MANAGEMENT�
�
�
�
�
�
�
�
2.1	Staffing arrangements are appropriately determined and administered in accordance with national conditions and local policies�






None�






N/A�
�
�
�
�
�
2.2	Salary information submitted for payroll input is appropriately completed and subject to prior review and approval�
From a judgmental sample, we noted that none of the expense claims showed any evidence of having been arithmetically checked. Also, forms are being completed in a manner that could facilitate insertion of expense details after claims have been initially approved.





Opportunity exists for misappropriation, and thereafter the payment of unauthorised expenses.  





(Audit Comment #2)�
Provide evidence of arithmetical checks, and ensure that forms are completed in a manner that would prevent any subsequent amendment of expense details.


�
�
�
�
�
�
2.3	Staff training is carried out in accordance with requirements.�



None�



N/A�
�
�
�
�
�
�
�
�
�
�
�
�
�
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�
Findings / Risk�
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�
2.	HUMAN RESOURCE MANAGEMENT (cont.)�
�
�
�
�
�
�
�
2.4	An up to date register of interests is maintained.�
Staffing Section at Hayfield House keeps the register of interest for the whole of Community Services. For 11 of the 29 employees in the Library Service there were no details held.  It was noted that none of the Register of Interest forms held for Community Services had been signed by the Head of Department.





Without securing written declarations of interest from all employees, the Council cannot ensure that staff will avoid potential conflicts of interest with their primary responsibility to the Council.





(Audit Comment #1)�
The Register of Interests should be brought up to date for those employees who do not have an entry in the register, in accordance with Council Policy.





Induction lists completed by new employees, within all sections of Community Services, should include completion of the relevant Register of Interest form.





�
�
�
�
�
�
2.5	Staff terminations, transfers and promotions are timeously notified to Payroll�



None�



N/A�
�
�
�
�
�
3.	LIBRARY MANAGEMENT�
�
�
�
�
�
�
�
3.1	Library membership is correctly administered.�
Refer to 6.4�
Refer to 6.4�
�
�
�
�
�
3.2	Catalogue of resources is correctly maintained.�
In 5 cases out of 30 selected from the PLS books were not located.  However, in three cases (for VAN1) the laptop with details of borrowing was awaiting repair and the books were believed to be out on loan.  	


�
Verbal Comment�
�
�
�
�
�
3.3	Borrowing of resources from outside establishments is accurately recorded and monitored.�



None�



N/A�
�
�
�
�
�
3.4	Overdue resources are managed in accordance with policy.�
From a review of the overview cards we noted the following:





3rd overdue letters were 3 weeks in arrears.





A random review of ten overdue   items from April and August 2002 revealed 3rd overdue letters had not been sent in seven cases.





There is no system to ensure borrowers with overdue resources cannot borrow further items.





There does not appear to be a formal system to remove overdue books from the library catalogue.








The control of overdue books is not being adequately administered.





Individuals with a number of overdue resources are able to borrow further items.





Items which have been overdue for a long period of time still appear on the library catalogue





(Audit Comment #8)�
Perform a review of the current overdue procedure to ensure:





Overdue resources are chased in accordance with policy.





Individuals with overdue resources cannot borrow further items.





A policy is in place to remove overdue books from the library catalogue after a set period of time.








�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
Control Objective


�
Findings / Risk�
Recommendations�
�
4.	FINANCIAL MANAGEMENT�
�
�
�
�
�
�
�
4.1	Purchase orders are appropriately secured and authorised with invoices and other payment instructions properly validated and authorised prior to payment�
From a judgmental sample of 30 invoices we found the following:





In 2 cases the same individual signed the purchase order, confirmed receipt of goods and authorised payment of the invoice.  





On a further 7 occasions where standard Purchase Orders were not utilised the same individual confirmed receipt of goods and authorised payment.





In addition the following was noted:





Publication sheets, effectively utilised as purchase orders, could be altered.





There is no total of order value on the publication sheet. 





The secretary who never sees the books confirms receipt. 





Manual Purchase orders are not usually priced and do not hold sufficient detail e.g. a purchase order for CDs will just have the description ‘CDs’ and no price, quantity or description.  No checking of goods against purchase order is possible.





There is no evidence that a check is made of the invoice to ensure negotiated price has been charged.





There are large numbers of invoices issued, by the supplier for each order. Each must be individually input by Payments staff to Integra.








Appropriate segregation of duties is not always evident.





The opportunity for staff misappropriation is present.





There would appear to be a lack of budgetary control.





An appropriate individual is not performing confirmation of receipt.





A deficiency of detail on manual Purchase Orders presents the opportunity for staff misappropriation and also demonstrates a lack of budgetary control.





The Invoice is not being checked to completed publication sheet to verify price. 





The number of invoices, which Payments Section requires to process, presents a Value For Money issue.





(Audit Comment #6)�
Review current procedures to ensure the following: 





Accurate pricing and completion of publication sheets / purchase orders.





Adequate segregation of duties / appropriate confirmation of receipt / verification of invoice details.





In addition we would recommend reviewing the current situation where large numbers of invoices are issued relating to the same order.


�
�
�
�
�
�
4.2	Journal entries are properly authorised and correctly posted�



None�



N/A�
�
�
�
�
�
4.3	Budgets are monitored on a regular basis and significant variances investigated�
There would appear to be overspends on a number of budgets. This is being addressed.�
Verbal Comment�
�
�
�
�
�
�
�
�
�
Control Objective


�
Findings / Risk�
Recommendations�
�
4.	FINANCIAL MANAGEMENT (cont.)�
�
�
�
�
�
�
�
4.4	Virements are administered in accordance with Council Policy and Financial Regulations�



None�



N/A�
�
�
�
�
�
4.5	Petty cash balances are reconciled on a regular basis and maintained on an imprest system.�
Finance Services has no record of a Petty Cash float being held by the Library.  Notwithstanding this, two “floats” of £50 are operated by the Library Office and the Learning Centre / Library.





These “floats” are retained each month when income for the month is banked. The Library Office float is combined with other income, in a cash tin, which is locked overnight in the combination safe. We were advised five current staff members know the safe combination. However, the combination has not been changed for a number of years. 





Petty Cash imprests are not being maintained in accordance with Financial Regulations.





A number of individuals, no longer employed by the library, will be aware of the safe combination.





(Audit Comment #4)�
Liase with Finance Services to establish Petty Cash imprests in accordance with Financial Regulations.





Change safe combination. We would recommend this is changed on a six monthly basis and also when an employee, who knows the combination, leaves the employment of the Library.


�
�
�
�
�
�
4.6	All income sources are identified and charges are regularly reviewed cash takings and balances are adequately secured. Promptly banked, correctly allocated and fully accounted for.�









None�









N/A�
�
�
�
�
�
4.7	Sales invoices are accurately prepared and approved, issued timeously and correctly posted.�






Refer to Observation 5.1�






Refer to Observation 5.1�
�
�
�
�
�
5. CAPITAL EXPENDITURE�
�
�
�
�
�
�
�
5.1 Capital works are correctly determined and represent either an enhancement to or improvement of a library facility.�






None�






N/A�
�
�
�
�
�
5.2	Commitments and expenditures made have received prior Council approval and are accurately recorded as to account, amount and period.�






None�






N/A�
�
�
�
�
�
5.3	Adequate monitoring of works in progress and associated reporting to Committee takes place.�



None�



N/A�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
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�
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�
�
�
�
�
6.	MISCELLANEOUS�
�
�
�
�
�
�
�
6.1	Vehicles are regularly serviced and maintained.�
Mileage logbooks are not being maintained.





Without mileage logbooks to record vehicle journeys assurances cannot be obtained that vehicles are only being used for authorised purposes.





(Audit Comment #7)�
Formally confirm the requirement for all journeys and mileage to be recorded. 





�
�
�
�
�
�
6.2	Grant claims and Scottish Executive statistical returns  / performance indicators are accurately and promptly completed.�






None�






N/A�
�
�
�
�
�
6.3 Physical security is appropriately managed.�
None�
N/A�
�
�
�
�
�
6.4 Filtering on public internet access is appropriate and adequately monitored.�
Library Membership





From ten original style membership cards, completed during the audit scope, we noted the following:





All membership cards selected had been correctly completed.  However, no evidence of checking of identity was present.  Further review of new style membership forms, completed after the audit scope, revealed that although a box for ID is present and ticked no indication of the type of ID is evident.





Public Internet Access





On completion of the relevant forms, by a member of Internal Audit, for adult membership, no identification was requested or checked. 





The monitoring currently carried out is ineffective.  Discussion with ICT Services and subsequent viewing of Internet usage monitoring records revealed they are not currently suitable for monitoring of inappropriate use.  We acknowledge work is underway to provide a more effective system, incorporating report facilities to enable incidents of misuse to be detected.








Library procedures are not being followed.





Lending resources may be misappropriated.





There is no effective monitoring in place to deter inappropriate / illegal use of the Internet.





In event of an investigation, into misuse of the Internet, identification of individuals may not be possible.





(Audit Comment #5)�
Identification should be requested and recorded on all applications for Library or Pubic Internet Access membership.





Develop and implement a Security Policy, in conjunction with ICT Services, to ensure adequate monitoring of Public Internet Access taking into account relevant legislation e.g. Data Protection, Human Rights etc.


�
�
�
�
�
�
6.5 Inventories are maintained for all assets with suitable insurance arrangements in place.�
CCTV Security system was not recorded on inventory.�
Verbal Comment�
�
�
�
�
�
�
�
�
�



SUMMARY OF FINDINGS�
�
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APPENDIX 1


SUMMARY OF FINDINGS











