


Control Objective


�
Findings / Risk�
Recommendations�
�
1.	GENERAL


�
�
�
�
1.1	Policies and procedures over the control and the administration of key areas of operation have been established.�






Refer to 3.1�






Refer to 3.1�
�
�
�
�
�
1.2	System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.�
None�
N/A�
�
�
�
�
�
1.3 	Access to end user systems are adequately restricted and critical system files are backed-up on a regular basis.�
Subject to verbal comment in one case where access rights of a former temporary employee had not been revoked.�
Remove access rights.�
�
�
�
�
�
1.4	Measures are in place to prevent / mitigate interruption of critical areas of operation.�
None�
N/A�
�
�
�
�
�
1.5 The application of value for money criteria within Payroll Section is appropriately addressed.�
None�
N/A�
�
�
�
�
�
2.	ESTABLISHMENT CONTROL�
�
�
�
�
�
�
�
2.1	Approved establishment numbers are in place.�
None�
N/A�
�
�
�
�
�
2.2	Names on the payroll are verified on a periodic basis by departments. �
Refer Observation 5.2�
Refer Observation 5.2�
�
�
�
�
�
2.3	Procedures exist for confirming pensioner / deferred member status.�
Not practical. Objective will be deleted from future audits�
N/A�
�
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�
Control Objective


�
Findings / Risk�
Recommendations�
�
3.	PAYROLL ADMINISTRATION�
�
�
�
�
�
�
�
3.1 	Written procedures for processing of payrolls are in place.�
1.	The standard of procedures documentation for use within Payroll section is sufficient with regard to the procedures to be followed to process payroll data. However, they do not clearly specify the duties and responsibilities of the various officers involved in the process. 





2.	CHRIS input forms are not always signed / completed appropriately. (Refer to AC#8).  There are no instructions or guidance notes accompanying SAL forms to facilitate completion.  In addition, it was noted that three of these forms did not have provision for recording who entered the data into CHRIS.  The SAL forms also had no provision for supplementary information for payroll section use, currently such information is written at the foot or on the back of the form.





3.	In addition to the above there are other specific payroll input documents or notifications e.g. time sheets, sickness notifications, maternity leave notifications etc to be completed by departments for submission to Payroll section.  The adequacy of the instructions or guidance provided regarding completion of these documents may contribute to errors in their completion





4.	There is no documentation that clearly sets out the duties and responsibilities of the employee, certifying officer, authorised signatories, employing department, Personnel Services, Payroll and Pensions Section and Finance Services regarding the completion, submission and processing of payroll / pensions documentation and data.





Employees, certifying officers, authorised signatories, employing departments, Personnel Services, Payroll and Pensions Section and Finance Services may not be fully aware of their duties and responsibilities regarding the completion, submission and processing of payroll / pensions documentation and data.  This could contribute to certifying officers and authorised signatories submitting documentation, which has not been accurately completed. 





(Audit Comment # 7)


�
Draft and circulate documentation that clearly sets out the duties and responsibilities of the employee, certifying officer, authorised signatories, employing department, Personnel Services, Payroll and Pensions Section and Finance Services regarding the completion, submission and processing of payroll / pensions documentation and data.





Review the SAL forms and other payroll documentation and related instructions and guidance notes and amend as necessary to facilitate the correct completion of such documentation.





�
�
�
�
�
�
3.2	Payroll emoluments and entitlements are appropriately determined and administered in accordance with national conditions and local policies.�
None�
N/A�
�
�
�
�
�
3.3	Payroll master file data is accurately maintained and data amendments are appropriately authorised, validated and accurately processed.�
None�
N/A�
�
�
�
�
�
3.4	Payroll information submitted for payroll input is properly completed and approved before processing. �
Refer Observation 4.1�
Refer Observation 4.1�
�
�
�
�
�
�
�
�
�
�
�
�
�
Control Objective


�
Findings / Risk�
Recommendations�
�
3.	PAYROLL ADMINISTRATION (cont)�
�
�
�
�
�
�
�
3.5	Amendments to payroll information submitted for payroll input are, where appropriate, agreed with the authorising department before processing �
From a judgmental sample of twenty amendments we noted the following:





In nine cases there was no evidence of amendments being initialled / authorised.








The opportunity for staff in departments or Payroll Section to amend input documentation after authorisation allows potential for misappropriation.











(Audit Comment # 8)�
Develop clear procedures which indicate who is authorised to amend input documentation.





Any amendments made to input documents, by departments or payroll staff, should be initialled and dated, by designated / authorised individuals, to provide an appropriate audit trail.





Authorised signatories should initial and date all amendments to SAL forms for the CHRIS system.


�
�
�
�
�
�
3.6	Payroll data manually computed by Payroll Section is, where appropriate, independently checked.�
A detailed list of payroll adjustments on the CHRIS system for the current financial year up to 31/10/02 was obtained from ICT. There were 11,700 adjustments for the current financial year to the end of October.





We were advised manually computed data is not independently checked except where there is ICT involvement.





It is accepted that with the number of adjustments going through the payroll system it would be impractical to have each manually computed figure independently verified.  Notwithstanding, the above Internal Audit would anticipate high value adjustments being independently checked.





e.g. 128 of the manual adjustments identified, performed by Payroll, were for over £2,000. 108 of these involved manual computations performed by Payroll.





The potential for errors in calculation or misappropriations exists.





(Audit Comment # 9)


�
Develop clear procedures for Payroll staff on independent verification of manually computed data





We would suggest that any manually computed data that leads to an adjustment over £2,000.00 be independently verified, initialled and dated as such. 


�
�
�
�
�
�
3.7	Payroll data is accurately controlled, processed and recorded on the payroll system and other records.�
None�
N/A�
�
�
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Control Objective


�
Findings / Risk�
Recommendations�
�
3.	PAYROLL ADMINISTRATION (cont.)�
�
�
�
�
�
�
�
3.8	Payroll payments are appropriately authorised and timeously paid to the relevant bank account or person.�
On examining the boxes of cheques currently held by ICT Services there was no record found of these cheques being checked and signed for when they were delivered from the bank, by Payroll staff to ICT.





N.B. It should be noted that the absence of the control of cheques delivered to ICT is not restricted to Payroll cheques. This equally applies to cheques delivered by Payments staff.





The opportunity for staff misappropriation is present.





(Audit Comment # 4)








For audit purposes Internal Audit observed a BACS payment run on 27 November 2002.  In addition, all BACS payment runs from April to November 2002 were examined.   We found the following:





There were no BACS prints for October and no evidence of any checks being carried out.





BACS prints for September were only signed and initialled as being checked on 17 October 2002.





BACS prints for June were initialled as being checked however the authorised signatory did not put the date when the checks were done.





There were two occasions where monetary values of over £5,000 were not initialled.








Errors in the BACS process may not be readily detected.





Employees may be overpaid.





The opportunity for employee misappropriation is present.





(Audit Comment # 5)








1.	An examination of the fortnightly payrolls from August to November revealed the Authorised Signatory appears to be checking the cheque values against bank payment listing totals and countersigning cheques over £1,500. However, this is not being evidenced on the prints.





2.	In the payrolls examined there was one payment in excess of £2,500. This was not evidenced on the prints as having been checked.








The lack of evidencing the performance of a check indicates the check itself may not have been conducted and could result in the non-identification of either errors or misappropriations.





The opportunity for misappropriation by staff is present.





(Audit Comment #6)


�
Cheques currently held at ICT should be examined retrospectively and the relevant forms completed and signed by both a member of ICT Services staff and Payroll / Payments staff.





The system of signing for cheques when they are delivered to ICT Services should be reinstated with immediate effect.














The relevant Authorised Signatory should check, sign / initial the printout confirming that the monetary value, TAN and PIN are correct prior to the relevant pay date.





 Payroll details should be reviewed by an authorised signatory and items in excess of £5,000 evidenced by signature and date as having being confirmed as being correct.
























































The Authorised Signatory should evidence by signature and date, on the LCL prints, that the cheque value and print totals agree. 











Amounts over £2,500 should be evidenced, by the authorised signatory as valid.








�
�
�
�
�
�
Control Objective


�
Findings / Risk�
Recommendations�
�
3.	PAYROLL ADMINISTRATION (cont.)�
�
�
�
�
�
�
�
3.9	Payroll deductions are paid or transferred to the appropriate agency or account in accordance with requirements�
None�
N/A�
�
�
�
�
�
3.10 Adequate audit trails / procedures exist for recording all data processed and effecting system amendments�
None�
N/A�
�
�
�
�
�
�
�
�
�
4.	PENSIONS ADMINISTRATION�
�
�
�
�
�
�
�
4.1	Pension contributions from Council employees, Council and admitted bodies are appropriately and accurately accounted for.�
Refer Observation 5.1�
Refer Observation 5.1�
�
�
�
�
�
4.2	Pension transfer values are accurately calculated and reviewed prior to transfer. �
When testing pension entitlement and transfer value calculations performed during the audit scope period we noted the calculations are performed manually and then verified by computer software.





Testing revealed that final retiral calculations are subjected to independent check and review.  However, transfer value calculations, retiral benefit quotations and preserved benefits are all performed by the same individual.








A lack of independent verification could lead to inaccurate entitlements being advised / received.





The Council may find itself obliged to honour estimates provided which are subsequently found to be inaccurate.





(Audit Comment # 3)


�
Ensure all Pension Entitlements / Transfer Values are subject to a form of independent verification�
�
�
�
�
�
4.3	Pension entitlements are accurately calculated and disbursed.�



Refer 4.2�



Refer 4.2�
�
�
�
�
�
4.4	Adequate audit trails / procedures exist for recording all data processed and effecting system amendments.�
None�
N/A�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
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�
�
�
�
�
�
�
Control Objective


�
Findings / Risk�
Recommendations�
�
5.	MISCELLANEOUS�
�
�
�
�
�
�
�
5.1	Reconciliations are regularly and accurately performed and are subject to review and approval.�
None�
N/A�
�
�
�
�
�
5.2	Access to payroll records is restricted to appropriately authorised personnel.�
The payroll section is currently contained within two rooms and one storage cupboard. During the day there is always a member of staff present. The rooms and storage cupboard are kept open at all times and are not locked after normal working hours.  





There is potential for unauthorised personnel to obtain access to personal and employment information. 





Manual records could be lost, damaged, removed or amended by unauthorised staff.  This could lead to data being compromised and lead to corruption.





Access to personal and employment information by unauthorised staff is a breach of the Data Protection Act.





(Audit Comment # 2)�
Develop a security policy for the storage of manual records containing personal and employment information within the Payroll/Pensions section.  





This should be implemented for both the current offices at Breiwick House and the new offices at Montfield.





�
�
�
�
�
�
5.3	Employment and other returns are accurately completed and timeously submitted.�
None�
N/A�
�
�
�
�
�
5.4	Staff are covered by fidelity guarantee insurance.�
None�
N/A�
�
�
�
�
�
5.5	Temporary staff not actively employed are deleted from the payroll.�
None�
N/A�
�
�
�
�
�
6.	HUMAN RESOURCE MANAGEMENT�
�
�
�
�
�
�
�
6.1	Staffing arrangements are appropriately determined and administered in accordance with national conditions and local policies�
None�
N/A�
�
�
�
�
�
6.2	Salary information submitted for payroll input is appropriately completed and subject to prior review and approval�
None�
N/A�
�
�
�
�
�
6.3	Staff training is carried out in accordance with requirements.�
None�
N/A�
�
�
�
�
�
6.4	An up to date register of interests is maintained.�
A register of interest for the whole of the Finance department is kept by Office Services. However, for three (3) of the thirteen (13) employees in Payroll and Pensions section there were no details held.  





Without securing written declarations of interest from all employees, the Council cannot ensure that staff will avoid potential conflicts of interest with their primary responsibility to the Council.





(Audit Comment # 1)�
The Register of Interests should be brought up to date for those employees who do not have an entry in the register, in accordance with Council Policy.	





Induction lists completed by new employees, within all sections of Finance, should include completion of the relevant Register of Interest form.


�
�



SUMMARY OF FINDINGS�
�
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SUMMARY OF FINDINGS











