APPENDIX 1

SUMMARY OF FINDINGS

	SUMMARY OF FINDINGS

                  Control Objective                                     Findings / Risk                                                       Recommendations



	Control Objective
	Findings / Risk
	Recommendations

	
	
	

	1.
GENERAL
	
	

	
	
	

	1.1
Policies and procedures over the control and administration of key areas of operation have been established.
	Refer 5.7 & 6.5
	Per 5.7 & 6.5

	
	
	

	1.2
System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.
	1.
A listing of all persons with enquiry or update access capability to Ports & Harbours Operations data on Integra MIS was obtained.  There were fifteen persons listed with access capability.  An examination of their access rights revealed the following:

· Six of the current users had not changed their password from that originally set up by Information and Communications Technology (ICT).

· There were three former employees whose access has not been deleted and whose password has not changed from the default password.
· The Superintendent Engineer - Ferries still has enquiry only access to specified range of codes however these are no longer used.
2.
A listing of all persons with enquiry or update access capability to Ports & Harbours Operations data on CHRIS was obtained from ICT.  A review of the listing revealed that:

· There were two former employees whose access has not been deleted.
· There was one Ferry Operations employee who has access to Infrastructure Services - Transport - Ferry Services and also Port & Harbour Operations however access to the latter is no longer required.

1.
Unauthorised access to Integra could be obtained.

2.
Unauthorised access to CHRIS could be obtained.

Audit Comment #4
	1.
The six employees identified as not having changed their Integra passwords be instructed to do so.  To do this ICT assistance may be required.

2.
The CHRIS access rights to Port & Harbour Operations for the Ferry Operations employee be withdrawn.

3.

The Integra and CHRIS access rights of former employees be deleted.



	
	
	

	1.3
Access to end user systems are adequately restricted and critical system files are backed-up on a regular basis.
	None
	N/A

	
	
	

	1.4
The Application of value for money criteria is appropriately addressed.
	None
	N/A

	
	
	

	1.5
Screen savers are utilised in line with the electronic communications policy.
	None
	N/A

	
	
	

	
	
	

	2.
HUMAN RESOURCE MANAGEMENT
	
	

	
	
	

	2.1
Staffing arrangements are appropriately determined and administered in accordance with national conditions and local policy.
	None
	N/A

	
	
	

	
	
	

	2.2
All salary information submitted for payroll input is appropriately completed and subject to prior review and approval.
	None
	N/A

	
	
	

	2.3
Staff terminations, transfers, extensions and promotions are timeously notified to Payroll.


	None
	N/A

	
	
	

	2.4
Time sheet information is appropriately completed and accurately compiled.


	None
	N/A

	
	
	

	2.5
Staff training and development is carried out in accordance with requirements.
	None
	N/A

	
	
	

	2.6
An up to date register of employees’ interests is maintained.
	1. Two employees, both of whom had started in the previous 12 months, did not have forms present.  

2. One employee had completed a form but this had not been appropriately signed.  

3. The remaining employees had forms in place but these had been completed up to three years ago and were not in the format currently recommended by Personnel.

Without securing up to date written declarations of interest from all employees, the Council cannot ensure that staff will avoid potential conflicts of interest with their primary responsibility to the Council.

Audit comment #1
	1 The Register of Interests should be brought up to date for all Ports & Harbours employees in accordance with Council Policy and in the standard format available on the Council’s INTRANET.

2 Induction lists completed by new employees of Ports & Harbours should include completion of the relevant Register of Interest form.

3.
A reminder should be set to ensure register of interest forms are brought up to date on an annual basis in line with guidance from Personnel.

	
	
	

	2.7
Holiday entitlements are carried out in accordance with Council Policy.


	Verbal Comment that no more than 5 days holiday is carried forward to 2005 for individual identified.
	To be reviewed during the follow up.

	
	
	

	3.
FINANCIAL MANAGEMENT
	
	

	
	
	

	3.1
Purchase orders are appropriately   secured and authorised and correctly processed in accordance with Financial Regulations.
	1. One item was for travel but no travel request was held.

2. On one payment the authorised signatory was from Ferries.  It appears that the code had been changed after authorised. 

3. In three cases it appears that checking of goods receipt has been undertaken but no initial or signatory confirmed who undertook this.

4. In one case a discount against the helicopter contract was coded to a miscellaneous income code.

1. Travel may be undertaken without prior authorisation.
2. Authorisation for payment may not be valid.
3. The audit trail for goods receipt is incomplete.
4. Inappropriate coding of discount as income.  
Audit Comment #2
	1. Ensure travel request forms are completed, authorised and retained for all travel.

2. Where amendments are made to ledger codes after authorisation ensure authorisation is appropriate.

3. Ensure goods receipt is verified and evidenced by the person carrying it out.

4. Ensure discounts are correctly attributed to ledger codes.


	
	
	

	
	
	

	
	
	

	
	
	

	3.2
Budgets are monitored on a regular basis and significant variances investigated.
	None
	N/A

	
	
	

	3.3
Journal entries are authorised and correctly recorded as to account, amount and period.
	None
	N/A

	
	
	

	3.4
Virements are administered in accordance with Council policy and Financial Regulations.
	None
	N/A

	
	
	

	3.5
Sales Invoices are accurately prepared and approved, issued timeously and correctly posted
	None
	N/A

	
	
	

	3.6
All income sources are identified and charges are regularly reviewed, cash takings and balances are adequately secured, promptly banked, correctly allocated and fully accounted for.


	Budgets for 2003/04 and 2004/05 were reviewed.

1. There was a difference of £2296 between cost of meals supplied and sale of meals for 2003/04.  

2. It would appear a similar scenario will transpire for 2004/05.

3. A review of meal charges has not been performed for at least 3 years.

1. Budget overspends have not been considered during the budget estimates exercise.

2. No review of meal charges has been made for over three years.

3. Meal charges have not been set at an appropriate level.

Audit Comment # 3
	1. A review of meal charges should be undertaken immediately to ensure that charges are appropriate. This should consider what costs are to be met from expected income.

2. Canteen budgets should be monitored and reviewed on at least an annual basis.



	
	
	

	3.7
Lease payments are being carried out in accordance with agreements. 
	None
	N/A

	
	
	

	
	
	

	
	
	

	4.
REPAIR & MAINTENANCE
	
	

	
	
	

	4.1
Procedures and work instructions have been established to ensure all Council and Harbour Authority vessels, installations and equipment are adequately maintained.
	Maintenance System being replaced.
	To be  reviewed during the follow up.

	
	
	

	4.2
Authorised maintenance programmes have been established to prioritise and schedule tasks.
	None
	N/A

	
	
	

	4.3
Maintenance programmes are regularly reviewed to ensure work tasks are being carried out as scheduled.
	None
	N/A

	4.4
Job sheets are appropriately generated and authorised.
	None
	N/A

	
	
	

	4.5
Permits to work and isolation certificates are issued for tasks deemed dangerous or when required.
	None
	N/A

	
	
	

	4.6
Non-performance of critical or key programmed maintenance tasks is reported to senior management.


	None
	N/A

	5.
STORES & WORKSHOP
	
	

	
	
	

	5.1
Procedures have been established to secure, control and record the purchase and issue of stock items.
	Refer to Objective 5.7
	Refer to Objective 5.7

	
	
	

	5.2 
All stock items can be readily identified, physically located and their value verified.


	None
	N/A

	
	
	

	5.3 
Reorder levels are sufficient to meet requirements and are based on usage and minimum stock levels.



	None
	N/A

	
	
	

	5.4
Goods are inspected and a goods received note issued before acceptance.
	None
	N/A

	
	
	

	5.5
The quantity and value of stock items issued and received is accurately and promptly recorded in the stores records
	None
	N/A

	
	
	

	5.6
Periodic inventories are performed of all stock items, reconciled to records and variances properly investigated and reported
	None
	N/A

	
	
	

	5.7
Stores inventory is periodically evaluated to identify scrap, obsolete and surplus items.
	1. The listing of stock items from which there had been no issues over the past two years comprised of 1372 stock commodity types.
2. 
The listing of obsolete stock comprised of 40 stock commodity types.
3. An examination of the Stores Control procedures SMSP 5028 revealed that there are no specific procedures for identifying and reviewing slow moving / obsolete stock.
1. Stock is being held that is no longer required.

2. Storage capacity is not being optimised.

3. The recorded value of stock held does not accurately reflect it’s true value.
Audit Comment #10
	1.  Review the stock commodities and determine need to retain.

2.  Dispose of stock items that are no longer required in accordance with Council policy for the disposal of surplus assets.

3.  Procedures for the periodic review of slow moving / obsolete stock require to be drafted, included in the manual, and thereafter implemented.


	
	
	

	5.8 
Physical access to all stores areas is appropriately restricted.


	1. Given the operational requirements of Ports and Harbours and Ferry Operations Internal Audit were satisfied with the arrangements controlling access to the Stores buildings.

2. During the audit however Management and Stores staff expressed concern as to whether the procedures for issuing / returning stock items and recording these outwith normal working hours were being properly adhered to.

3. Although access to the stores outwith normal hours is recorded no monitoring is performed to ensure individuals entering the stores record items that are taken or returned.
The procedures for issuing / returning stock items and recording these, outwith normal working hours, are not being properly adhered to.

Audit Comment #11
	1. Issues / returns outwith normal working hours should be recorded on separate sheets that also record the date and time.
2. The Store Keeper compares these sheets to the recorded entry / exit times to see if issues / returns have been recorded on the sheets.

3. If no sheets are completed the individual should be challenged as to why no issues / returns have been recorded.

	
	
	

	5.9 
The criteria developed for storage in the long term storage area / yard are being maintained.


	None
	N/A

	
	
	

	6.
ASSET MANAGEMENT
	
	

	
	
	

	6.1
The acquisition and disposal of assets is managed in accordance with policy.


	Two items over the £10K limit had been acquired and had not been reported to the Asset Registrar during 2003/2004.

Acquisitions are not being reported to the Asset Registrar for all appropriate items in accordance with Council Policy.

Audit Comment #5
	Ensure all relevant acquisitions are reported to the Asset Registrar.

	
	
	

	6.2
All assets are properly secured and usage controlled and monitored.


	1. One Vehicle was unlocked in the car park with keys in the ignition.

2. Logbooks were not in place for two vehicles.

3. In one case, a logbook was present for a vehicle but this did not detail all usage.

4. Clear identification of assets was not in place in two cases.

1. Council assets could be removed without authorisation.

2. Complete records of vehicle usage are not being kept.

3.
Vehicles may be used in an unauthorised manner.

Audit Comment #7
	1. Council owned vehicles are secured at all times and keys are not left in the vehicles.
2. Logbooks should be completed for all mileage undertaken in Council Vehicles.
3. All assets should be clearly marked to identify they are the property of the Council.
A memo requesting a clear policy in connection with vehicle usage has been circulated to Ports & Harbours, Ferry Operations, Head of Finance and Personnel.


	
	
	

	6.3
Registers are maintained for all assets, tools and equipment.

	1. Insurance inventory records were not complete or checked for at least the previous year.   

2. No small plant register existed prior to the audit commencing.
3. The system for recording the location of hand and smaller electrical tools managed on a board in the store is not adequate.  It cannot ensure items are not lost or misappropriated as ‘tags’ may be easily removed from the board and no other record is maintained.  

4.
For a judgemental sample of 25 items from the inventories and 20 items physically located:

· Five items selected from the small plant and calibration records did not appear on the most recent insurance inventory.

· Four items physically located did not appear on the most recent insurance inventory.

· Six items checked did not have a serial number recorded on the most recent insurance inventory despite serial number being present on the item.
1. Items may be removed without permission or misappropriated.
2. Insurance inventories are not accurate and are incomplete.

3. Insurance cover may be insufficient.
4.
Items may be vulnerable to theft.

Audit Comment #6
	1. Implement a revised system of control for the allocation of hand tools, preferably with a signing in/out sheet.
2. Review the most recently created insurance inventory to ensure all items are included and that serial numbers have been recorded where appropriate.
3. Implement a system to record acquisitions and disposals on departmental insurance inventory and small plant register.
4. Ensure an annual review of insurance inventory records is performed.


	
	
	

	6.4
All equipment used for measuring is calibrated in accordance with manufacturer’s specifications. 
	Verbal Comment to Engineering Supervisor to re-establish in-house  testing.

	To be reviewed during the follow up.

	
	
	

	6.5
Use of Vehicles and plant comply with legal and Health & Safety requirements, management directives and Council Policy. 
	1. No current risk assessments could be located / are in place for Engineering.

2. Review dates have not been set for risk assessments held in the Safety Management System manual.

1. Legislative Health & Safety requirements are not being met in terms of the need to undertake risk assessments.

2. Safety Management System procedures are not being followed.

3. Hazards may not have been recognised and safety measure may not be in place or may not effectively manage these.

Audit Comment #9
	1. Ensure all necessary employees undertake training in the Council’s new Risk Assessment Scheme.
2. Ensure risk assessments are carried out for all activities.
3. Ensure that risk assessments are undertaken, reviewed, authorised and audited in line with the SMSP1001 procedure.

	
	
	

	7. 
PORT SAFETY
	
	

	
	
	

	7.1
Where practicable, tanker inspections are performed at a frequency to meet Council policy requirements and enable compliance with quality management criteria.


	None
	N/A

	
	
	

	7.2
Recommendations arising from annual audits performed to ensure ISO9002 standard and International Safety Management are maintained and suitably addressed.


	None
	N/A

	
	
	

	7.3 
Risk assessments have been completed and thereafter suitable working procedures implemented.
	Refer to Objective 6.5
	Refer to Objective 6.5

	
	
	

	8. 
DEBTOR MANAGEMENT
	
	

	
	
	

	8.1
Credit facilities are approved and only extended to those who fulfil qualification criteria.
	None
	N/A

	
	
	

	8.2
Sales invoices are accurately and timeously prepared, reviewed and approved prior to dispatch.
	1. There are 113 product codes on Integra for Ports & Harbours.  From a random sample it is apparent that the product prices have not been updated in accordance with the approved Table of Dues.  Notwithstanding this, the appropriate charges have been made by manual adjustments.

2. From a sample of twenty tanker movement invoices, seven invoices were not prepared within the three/five day time scale.  Two were produced over 13 days from departure, (one was due to the year end close down when invoices cannot be processed and another due to annual leave).  

3. From a sample of twenty other invoices four have been covered in objective 8.3. From the other sixteen invoices the average number of days from date of supply to date of invoice being raised was 53 days. 

4. Further to the above, it was noted during completeness of income testing that in many of the samples, there was an average number of 52 days between supply of services and invoices issued.

a)
Harbour dues and others may be inappropriately charged.

b)
Invoices are not being prepared timeously.

Audit Comment #12
	1. Product lists should be updated on Integra on the 1st April each year.

2.
Tanker invoices must be raised within the approved three/five day timescale.

3.
All other invoices should be raised within an appropriate timescale. 



	
	
	

	8.3
Systems are in place to ensure completeness of invoiced income.  
	The Table of Dues to be levied at all SIC piers and harbours from 1st April 2004 set a charge of 2.5% on the value of fish and shell fish landed.

Consigned fish landed at Scalloway Pier since September 2003 totals over 1762 boxes. Internal Audit cross referenced the Consigned Fish Returns with the Arrivals and Sailing Reports where further information is provided by Scalloway Harbour detailing the Agent involved in the consignments.  It was stated that it was difficult to get the relevant information from the Agents in order to raise the appropriate invoices.  No invoices have been raised.

Income is incomplete.

Audit Comment #8
	1.
Both Consigned Fish Records and Arrivals & Sailings Reports should be cross referenced from the beginning of this financial year to ascertain the Agent involved. Each Agent should be advised of their responsibility and formally requested to submit the value of the consigned fish they have handled.  An appropriate time limit should be set. If there is no response then appropriate secondary stage action should be taken, (e.g. consider a standard charge set at a premium level to encourage proper declaration).

2.
The Scalloway Harbour Master should be requested to update his return on consigned fish to include the name of the Agent handling the fish, avoiding the need to cross reference to the Arrivals & Sailings Report.

3.
A system should be put in place where the Agents systematically inform Sella Ness of the valuation of consigned fish.



	
	
	

	8.4
Sales invoices are correctly posted to the sales ledger as to account, amount and period.
	None
	N/A

	
	
	

	8.5
A system is in place to ensure payment terms are complied with.
	None
	N/A

	
	
	

	8.6
Credit facilities are withdrawn for all bad or doubtful debts
	None
	N/A

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	9.
CAPITAL EXPENDITURE
	
	

	
	
	

	9.1
Capital works are correctly determined and represent either an enhancement to or improvement of the Council’s infrastructure.
	None
	N/A

	
	
	

	9.2
 Commitments and expenditures have prior Council approval and are accurately recorded as to account, amount and period.
	None
	N/A

	
	
	

	9.3
Adequate monitoring of works in progress and associated reporting to Committee takes place.
	None
	N/A

	
	
	

	
	
	

	10.
CONTRACT MANAGEMENT
	
	

	
	
	

	10.1
Arrangements for service provision from third parties are contractually enforceable.
	None
	N/A

	
	
	

	10.2
Steps are taken to ensure contract conditions are being applied.
	None
	N/A
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