

Control Objective�Findings / Risk�Recommendations������1.	GENERAL��������1.1	Policies and procedures over the control and administration of key areas of operation have been established.�Four CHRIS Forms have no provision for who entered data onto CHRIS.



Four CHRIS Forms have no provision for supplementary information.



There is no specific guidance notes for the completion of each CHRIS SAL form.



There is no consolidated documentation that clearly sets out the duties and responsibilities of the employee, certifying officer, authorised signatories, employing department and Personnel regarding the completion, submission and processing of Personnel / Payroll notifications.



There is no clear audit trail following completion of forms, authorisation and entry onto CHRIS.



Employees, certifying officers, authorised signatories, employing departments, Personnel Services, Payroll and Pensions Section and Finance Services may not be fully aware of their duties and responsibilities regarding the completion, submission and processing of payroll / pensions documentation and data.  This could contribute to certifying officers and authorised signatories submitting documentation, which has not been accurately completed.



(Audit Comment # 11)�Amend notification forms to include provision for who / when data was entered onto CHRIS.



Review the CHRIS SAL forms and other notifications and related completion guidance and amend as necessary to facilitate the correct completion of such documentation.



Draft and circulate documentation that clearly sets out the duties and responsibilities of the employee, certifying officer, authorised signatories, employing department, Personnel and Payroll regarding the completion, submission and processing of Personnel / Payroll notifications.



������1.2	System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.�Verbal Comment re restricting access.�Review Access rights.������Access to end user systems is adequately restricted and critical system files are backed-up on a regular basis to protect against loss or corruption of electronically held data.

�Personnel staff have access to a wide range of Personnel and Payroll screens many of which would appear to be in excess of job responsibilities and requirements.



While the Personnel Assistants need update access to Personnel and some Payroll screens the Graduate Placement should be restricted to enquiry only access and only to those areas relevant to her duties.



Staff members have update capabilities to Payroll screens that are not commensurate with their duties and responsibilities.

All staff members have access to Payroll information e.g. personal deductions from salaries, that are not relevant to their duties and responsibilities.

The Graduate Placement has update capability. This is not commensurate with her duties and responsibilities.



(Audit Comment # 10)�CHRIS access rights particularly with regard to Payroll screens should be reviewed and tailored in accordance with job requirements.



Update capability should be removed from the Graduate Placement.������1.4	The application of value for money criteria within Personnel is appropriately addressed.�None�N/A��������������������������Control Objective�Findings / Risk�Recommendations������2.	HUMAN RESOURCE MANAGEMENT�None�N/A������2.1	Staffing arrangements for Personnel Service are appropriately determined and administered in accordance with national conditions and local policies. �None�N/A������2.2	Salary Information submitted for payroll input is appropriately completed and subject to prior review and approval.�Forms are being completed in a manner that could facilitate insertion of expense details after claims have been initially approved. For one of the two overtime claims Personnel could provide no proof of prior approval.



Opportunity exists for misappropriation, and thereafter the payment of unauthorised expenses.

Overtime may have been worked without prior approval.



(Audit Comment # 1)�Ensure that expense claim forms are completed in a manner that would prevent any subsequent amendment of expense details.



Ensure overtime request forms are correctly complete, appropriately authorised and kept in an appropriate file for future reference.

������2.3	Staff training is carried out in accordance with requirements.�There is no formal training policy within Personnel and no formal training records or training plans are kept.



Training records and plans are not being kept in line with Council Policy.



(Audit Comment # 4)�Staff training records should be created for all Personnel Staff to detail courses already attended. We acknowledge some information is already held.



Training needs require assessed for each employee and training plans formulated thereafter.������2.4	An up to date register of employees interests is maintained.�None�N/A������2.5	Staff terminations, transfers and promotions are timeously notified to payroll.

�Payroll Input Forms

The Administration/Clerical assistant at Design Services is responsible for Personnel recruitment.  However two forms had been created by the Personnel Assistants and filed by them.  Relevant information was not passed on.  A lack of clarity of roles and responsibilities was reported by both the Administration/Clerical Assistant and by the Personnel Assistants. This was compounded by the fact that they are not in the same physical location.



Maternity Leave Procedures

Two members of staff went on Maternity Leave during the audit scope period.  For one employee neither Personnel nor the Admin/Clerical assistant could provide a copy of the ‘memo to Payroll’ or the MATB1.  However, Payroll themselves did have a copy.  No letter to employee was sent in either case. 



Non-submission of forms may cause incorrect payment of salaries.

 

Not officially informing employees of their maternity benefit rights may lead to misunderstanding by both employee and the council.



(Audit Comment # 5)�Clarify roles and responsibilities for personnel recruitment function.



Ensure that maternity leave procedures are understood and followed by the relevant individuals.

����������������������������������������������Control Objective�Findings / Risk�Recommendations������3.	PERSONNEL

	ADMINISTRATION����

3.1	Verifiable establishment numbers are in place.�

As no independent list of approved establishment figures exists outwith the CHRIS system there can be no comparison between actual and approved figures. Accordingly no test was carried out.  However establishment control is currently in place in relation to the procedures for creating new posts and employees.



Establishment figures may be incorrect.



(Audit Comment # 7)

�

Approved establishment figures should be sourced by reviewing Council minutes to substantiate current CHRIS establishment.  We acknowledge that this may not be practical.  Should this be the case, we would recommend the Staffing Establishment Report completed by Internal Audit as at 31/03/2000 could be used as a baseline and thereafter updated and maintained.������3.2	Post and employee records are accurately recorded and verified.�Posts Created After Chris Implementation

From a judgmental sample of 15 we found the following: 

In three cases no appropriate authorisation detail and / or minute reference was apparent. These would appear to be amendments to existing posts and no previous post number was given.



Two of the sample would appear to be new posts and had no appropriate authorisation detail and / or minute reference.



On one occasion the previous post number given as a justification was not recognised by CHRIS. This was a result of the post number being deleted in error.



Documentation used to create / amend a post does not identify who has processed / input the information onto CHRIS. (Refer to Audit Comment # 11)



We acknowledge that since the 19 February 2003, the documentation has been improved to ensure that there will be appropriate authorisation or an appropriate previous post number. This should ensure 1 & 2 will not occur in future.



Information Accuracy

Internal Audit reviewed the non-financial data held on CHRIS. This information was analysed. Dates of birth and date of joining Council were deemed to have potential ramifications should the information be incorrect.

From a judgemental sample of 30 (15 prior and 15 post CHRIS Implementation) we noted the following:

Prior to CHRIS Implementation: Five dates joined from the sample of 15 on CHRIS did not agree with information held on file 

Post Chris Implementation: Five dates joined from the sample of 15 on CHRIS did not agree with information held on file.



Establishment figures could be corrupted.



Redundancy / early retirement enhancements may be calculated incorrectly.



(Audit Comment # 9)�Post creation documentation should be checked and signed by Personnel Assistants upon input to CHRIS.



Dates joined should be verified. 

N.B. – This is a corporate audit issue and will require significant departmental co-operation 

��������������������������������������Control Objective�Findings / Risk�Recommendations������3.3	Appropriate Council wide Personnel policies and documentation have been developed, implemented, communicated, regularly reviewed and updated.�For a judgemental sample of ten (10) Council wide Personnel policies and procedures we found the following: 

For five out of ten cases no review date had been set.



Three out of ten items have not been published on the SIC Intranet.  



For those with a review date four out of the five showed no evidence of being reviewed by the date set.



It should be noted that this is only a sample of documents and any issues will apply for all Personnel Policies and Procedures.

A review of the ‘Positive About Disability Symbol’ commitments revealed:

There is no evidence that disabled employees have an annual discussion to ensure they can develop and use their abilities at work.

The last disability training to ensure key employees develop their awareness of disability was held in June 2000.  

No evidence of an annual review of the ‘Positive About Disability Symbol’ was available for the last 3 years.

 

Personnel policies and procedures may be out of date or no longer accurately reflect current circumstances.



Awareness and availability of policies and procedures is restricted by not publishing all items on the Intranet



Displaying the ‘Positive About Disability Symbol’ without being committed to upholding the rules could damage the Council’s credibility.



(Audit Comment # 3)�Set review dates for all Personnel policies and procedures.



Carry out Personnel policy and procedures reviews in line with review dates set.



Review commitments to the ‘Positive About Disability Symbol’ and either fulfil those commitments or remove the Symbol from relevant advertisements and documents.������3.4	Recruitment and selection is performed in accordance with policy.�None



�N/A������3.5	Appeals / re-gradings / honoraria are administered in line with the Interim Job Evaluation Scheme and/or Council policy.�None�N/A

������3.6	 Ill health and early retirements are granted and approved in accordance with Council policy and legislative requirements.�Refer to Observation 5.1�Refer to Observation 5.1������3.7	Voluntary Redundancy Payments are correctly calculated.�Refer to Final Report 4.1�Refer to Final Report 4.1����������������������������������������������������������������������Control Objective�Findings / Risk�Recommendations������3.8 Personnel records are secured and retained in line with legislative requirement.�From an examination of a statistical sample of employee personal files and disciplinary files held by Personnel, the following was identified:



Personal files contained disciplinary warnings that should have been expunged from the employees’ file.



Disciplinary records were retained going back to 1996.



There was no formal procedure for deleting disciplinary warnings from employees’ records.



Expungement requires the complete removal of warnings, this includes electronic copies held on computer.  There was no procedure for ensuring this.



Personal files were held on employees who had left the Council in excess of legal requirements.



Records are being held in excess of legal requirements and Council policy.



See Audit Comment # 12�Procedures are set up to control the retention and deletion of records within legal requirements and Council policy.

������3.9	Statistical returns and performance indicators / reporting are accurately and promptly completed.�None�N/A������3.10 Corporate training needs are identified with suitable arrangements in place to ensure service delivery.�As no individual is specifically assigned this task identification of corporate training needs is on an ad hoc basis rather than as a result of structured evaluation and planning.



Training currently being delivered to staff may not be appropriate to the individual or organisational needs.



The Council may not be achieving ‘best value’ from its Corporate Training Budget.



(Audit Comment # 8)

�Identify resource to ensure corporate training needs are adequately determined.

��3.11 Personnel Liaison Group meet on a monthly basis with issues discussed, minuted and tasks actioned.�None�N/A������4.	CONTRACT MANAGEMENT��������4.1	Arrangements for service provision from third parties are contractually enforceable.�It was noted during the course of the audit that payments to Alderbay Ltd (formerly Fraser Green) exceeded a five times factor of the de minimis sum. Further investigation revealed that no tendering process has been undertaken and consequently no contract is in place.



Shetland Islands Council Standing Orders Relating To Tenders and Contracts are not being complied with.



(Audit Comment # 6)�Seek advice from Legal & Administrative Services (Acting Divisional Manager – Legal Services and / or Contract Standards Officer) to ensure compliance and determine an appropriate course of action.

������4.2 Steps are taken to ensure contract conditions are being applied.�Verbal Comment.  Personnel already addressing issues identified.�N/A��������������������������Control Objective�Findings / Risk�Recommendations������5. FINANCIAL MANAGEMENT��������5.1 Purchase orders are appropriately secured and authorised with invoices and other payment instructions properly validated and authorised prior to payment.

�Appropriate backup was not found for invoices in two (2) out of thirty (30) of the items selected. 



In four (4) out of thirty (30) cases the same individual confirmed goods receipt and payment authorisation. 



Manual and Integra purchase orders are not secured outside normal working hours. 



There is an incomplete audit trail through order, receipt and payment.



Not completing a purchase order, incorporating the unit price or quote, results in the following:



A weakened invoice validation routine (i.e. there is nothing to agree / match the incoming invoice to).

A weakened budgetary control process.

An opportunity for officers to defraud the Council. 



Confirmation of receipt of goods and authorisation of invoice payment by the same individual presents a segregation of duties issue.



Purchase order stationery could be removed and used to obtain goods, which could lead to misappropriation.

 

(Audit Comment # 2)�Fully complete purchase orders, where appropriate, prior to authorisation and issue to suppliers.



Implement goods receipt/invoice authorisation procedures to ensure that segregation of duties is maintained.



Ensure purchase order stationery is kept in a locked drawer or cabinet outside normal working hours, in line with guidance from Financial Support Services.

��5.2	 Journal entries are authorised and correctly recorded as to account, amount and period. �None�N/A������5.3	 Budgets are monitored on a regular basis and significant variances investigated.�None�N/A������5.4	Virements are administered in accordance with Council policy and Financial Regulations.�None�N/A��
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