APPENDIX I

SUMMARY OF FINDINGS
	SUMMARY OF FINDINGS



	Control Objective
	Findings / Risk
	Recommendations

	
	
	

	1.
GENERAL

	
	

	1.1
Policies and procedures over the control and administration of key areas of operation have been established.
	None
	N/A

	
	
	

	1.2
System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.
	1. From 13 Community Development and administrative staff with access to Integra, seven had not changed their password from that originally set up by Information and Computer Technology (ICT) Unit.
2. With reference to the access rights to CHRIS, The following matters were identified:

· The Grants Officer has Delete, Add, Change, Enquiry access capabilities on CHRIS but does not use the facility also the password for this user had not been changed from that set up by Information and Communications Technology.

· A former employee with Delete, Add, Change, Enquiry access capabilities on CHRIS has not been deleted from the system.

1. Unauthorised access to Integra could be obtained.

2. Unauthorised access to CHRIS could be obtained.

Audit Comment # 3
	1.
The seven employees identified as not having changed their Integra passwords be instructed to do so.  To do this ICT assistance may be required.

2.
The CHRIS access rights for the Grants Officer and former employee be withdrawn.



	
	
	

	1.3
Access to end user systems are adequately restricted and critical system files are backed-up on a regular basis to protect against loss or corruption of electronically held data.
	1. NPFA PLAYSAFE is installed on the C drive of the PC used by the Leisure Facilities Officer and the Graduate Placement who both use the application.  To access the PC, which is attached to Hayfield LAN, both log on with their network user names and IDs.  They both however access the application by the same default user name and password.  The application can be set up for multiple users to record which user updated the information contained.

2.   As the application is installed on C drive there are no proper back up routines being performed.  If the system were installed on O drive the data would be regularly backed up by ICT as part of the normal back up procedures for Hayfield LAN.

3. The system currently does not retain data entered on some fields however this is because the relevant fields have not been activated.  (Refer to user guide manual)
1. There is no audit trail concerning who updated the data held.

2. Unauthorised access to NPFA PLAYSAFE could be obtained.

3. The data lost or corrupted could not be recovered.

4. The system is not being used to its full potential.

Audit Comment # 1
	1.
The application is set up for multiple users.

2.
The application is transferred to O drive so that it is regularly backed up.

3.
The appropriate fields are activated to record the additional data requirements.



	
	
	

	
	
	

	
	
	

	Control Objective 
	Findings / Risk
	Recommendations

	
	
	

	1.4
The application of value for money criteria within Sport & Recreation is appropriately addressed.
	None
	N/A

	
	
	

	2
HUMAN RESOURCE MANAGEMENT
	
	

	
	
	

	2.1
Staffing arrangements Sports & Recreation are appropriately determined and administered in accordance with national conditions and local policies.
	None
	N/A

	
	
	

	2.2
Staff are adequately screened prior to appointment.
	None
	N/A

	
	
	

	2.3
Salary information submitted for payroll input is appropriately completed and subject to prior review and approval
	Expense forms are being completed in a manner that could facilitate insertion of expense details after claims have been initially approved.

Evidence of prior approval of overtime could not be provided for any of the overtime reviewed.

Opportunity exists for misappropriation, and thereafter the payment of unauthorised expenses.

Overtime may have been worked without prior approval.

Audit Comment # 5
	1. Ensure that expense claim forms are completed in a manner that would prevent any subsequent amendment of expense details.

2. Ensure overtime request forms are correctly completed, appropriately authorised and kept in an appropriate file for future reference.



	
	
	

	2.4
Staff Training is carried out in accordance with requirements.
	None
	N/A

	
	
	

	2.5
An up to date register of employees interests is maintained.
	Staffing Section at Hayfield House keeps the register of interest for the whole of Community Services.  For five (5) of the seven (7) employees selected there were no details held.  It was noted that none of the Register of Interest forms held for Community Services had been signed by the Head of Department. 

Without securing written declarations of interest from all employees, the Council cannot ensure that staff will avoid potential conflicts of interest with their primary responsibility to the Council.

Audit Comment # 4
	3. The Register of Interests should be brought up to date for those employees who do not have an entry in the register, in accordance with Council Policy.

4. Induction lists completed by new employees, within all sections of Community Services, should include completion of the relevant Register of Interest form.


	
	
	

	2.6
Staff terminations, transfers and promotions are timeously notified to payroll.
	N/A
	N/A

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Control Objective 
	Findings / Risk
	Recommendations

	
	
	

	3.
FINANCIAL MANAGEMENT
	
	

	
	
	

	3.1 Purchase orders are appropriately secured and authorised with invoices and other payment instructions properly validated and authorised prior to payment.
	For 15 payments reviewed :

1. six (6) invoices did not have appropriate purchases orders created.

2. for two (2) of the invoices, that had purchase orders created, there was no evidence of goods receipt 

3. one manual purchase order was not priced

1. There is an incomplete audit trail through order, receipt and payment.

2.    Not completing a purchase order, incorporating the unit price or quote, results in the following:

· A weakened invoice validation routine (i.e. there is nothing to agree / match the incoming invoice to).

· A weakened budgetary control process.

· An opportunity for officers to defraud the Council. 

Audit Comment # 2
	1. Fully complete purchase orders, where appropriate, prior to authorisation and issue to suppliers.

2. Implement goods receipt procedures. 


	
	
	

	
	
	

	3.2
Journal entries are authorised and correctly recorded as to account, amount and period. 
	None
	N/A

	
	
	

	
	
	

	3.3
 Budgets are monitored on a regular basis and significant variances investigated.
	None
	N/A

	
	
	

	
	
	

	3.4
Virements are administered in accordance with Council policy and Financial Regulations.
	None
	N/A

	
	
	

	3.5
All income sources are identified and charges are regularly reviewed.  Cash takings and  balances are adequately secured, promptly banked, correctly allocated and fully accounted for.
	Use of tills for parks and gardens to be assessed during the follow up.
	N/A

	
	
	

	3.7
Sales Invoices are accurately prepared and approved, issued timeously and correctly posted.
	None
	N/A

	
	
	

	4.
GRANTS ADMINISTRATION
	
	

	
	
	

	4.1
All grant schemes have been appropriately defined and have application guidelines developed.
	None
	N/A

	
	
	

	4.2
 Grants are only made to those who fulfil qualification criteria.
	None
	N/A

	
	
	

	4.3
 Applications for Grants awarded are suitably supported.
	None
	N/A

	
	
	

	4.4
 Grants are approved at at the appropriate level prior to being disbursed.
	None
	N/A

	
	
	

	4.5
 Procedures have been established to ensure grant terms and conditions are consistently and fully applied
	None
	N/A

	
	
	

	
	
	

	Control Objective
	Findings / Risk
	Recommendations

	
	
	

	4.6
Capital grant commitments and expenditures made have received prior Council approval and are accurately monitored and recorded.
	None
	N/A

	
	
	

	5. ADMINISTRATION OF
SPORTS & RECREATION
	
	

	
	
	

	5.1
 Facilities and properties are maintained, inspected and managed in accordance with requirements.
	Subject of a future report – review in follow up.
	N/A

	
	
	

	5.2
 Inventories are maintained for all assets with suitable insurance arrangements in place.
	Verbal Comment
	Inventories should be updated promptly to ensure insurance cover.  St Sunniva Street store should be organised.

	
	
	

	5.3
 Grant claims, statistical returns and performance indicators are accurately completed and promptly submitted.
	None
	N/A
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