CONTROL OBJECTIVE�
Findings / Risk�
Recommendations�
�
�
�
�
�
1.	GENERAL�
�
�
�
�
�
�
�
1.1	Policies and procedures over the control and the administration of key areas of operation are established with policies appropriately approved and reviewed.�
None�
N/A�
�
�
�
�
�
1.2	System access controls are established which are consistent with job responsibilities and achieve appropriate segregation of duties.�
1.	An examination of access rights of former employees revealed that a former Clerical Assistant’s access rights to Integra were not rescinded when she left Payments.





2.	When a Skillseeker commenced with payments she was granted Integra access rights under a designated user ID.  When she changed her name new access rights under a new user ID were set up however the access rights under her previous user ID were not rescinded.  During the audit she left Payments on 22 February 2005 and moved to Personnel.  Her POPL� all codes access was not rescinded on her departure from Payments.





3.	Although the passwords for the user ID for the Clerical Assistant and the initial Skillseeker user ID had expired, they had not been changed from the default password therefore Integra access under these user IDs could still be obtained.





1.	Integra access rights are not rescinded when employees leave or where new access rights have been set up.





2.	Unauthorised access to Integra could be obtained.





Audit Comment # 1�
1.	Delete POPL all codes access for the user IDs for the Clerical Assistant and the Skillseeker.





2.	Establish procedures to ensure that employees’ access rights are rescinded when they leave the post for which the access rights have been granted.


�
�
�
�
�
�
1.3	Access to end user systems is adequately restricted with critical system files backed up on a regular basis.�
None�
N/A�
�
�
�
�
�
1.4	The application of value for money criteria within Payments Section is appropriately addressed.�
None�
N/A�
�
�
�
�
�
1.5	Screen savers are utilised in line with the Electronic communications policy.�
None�
N/A�
�
�
�
�
�
2.	HUMAN RESOURCE MANAGEMENT�
�
�
�
�
�
�
�
2.1	Staffing arrangements for Payments Section are appropriately determined and administered in accordance with national conditions and local policies.�
None�
N/A�
�
�
�
�
�
2.2	Salary information submitted for Payroll input is appropriately completed and subject to prior review and approval.�
It was noted that of the six expenses claims examined only one was properly ruled off in all unused areas whereas the remainder were only partially ruled off.





Subject to verbal comment.�
Verbal comment regarding completion of expenses claims.�
�
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�
�
�
�
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2.	HUMAN RESOURCE MANAGEMENT (Continued)�
�
�
�
�
�
�
�
2.3	Staff terminations, transfers, extensions and promotions are timeously notified to Payroll.�
None�
N/A�
�
�
�
�
�
2.4	Staff training and development is carried out in accordance with policy requirements.�
None�
N/A�
�
�
�
�
�
3.	FINANCIAL MANAGEMENT�
�
�
�
�
�
�
�
3.1	Purchase orders and accounts are authorised and correctly processed in accordance with Financial Regulations.�
None�
N/A�
�
�
�
�
�
3.2	Budgets are regularly monitored and significant variances investigated.�
None�
N/A�
�
�
�
�
�
3.3	Journal entries are authorised, correctly recorded as to account, amount and period with recharges, where applicable, accurately levied.�
None�
N/A�
�
�
�
�
�
3.4	Virements are administered in accordance with Council policy and Financial Regulations.�
None�
N/A�
�
�
�
�
�
4.	CREDITORS�
�
�
�
�
�
�
�
4.1	Updates to the suppliers master file are properly completed, supported, authorised and correctly input.�
None�
N/A�
�
�
�
�
�
4.2	Inactive / old suppliers are purged from the creditors master file on a regular basis.�
None�
N/A�
�
�
�
�
�
4.3	Period-end reconciliations of the purchase order and purchase ledger are adequately performed, reviewed and approved.�
None�
N/A�
�
�
�
�
�
5.	CHEQUE CONTROL�
�
�
�
�
�
�
�
5.1	The blank cheque stock, signature facsimile and access to check printing facility is secured and controlled.�
None�
N/A�
�
�
�
�
�
5.2	The issue of and access to manual cheques is controlled and their use appropriately restricted.�
None�
N/A�
�
�
�
�
�
5.3	Suitable procedures are employed over the handling of void / cancelled cheques.�
None�
N/A�
�
�
�
�
�
6.	PAYMENT RUNS�
�
�
�
�
�
�
�
6.1	Effective procedures are in place to detect, and prevent, duplicate payments and payments to arrestment creditors.�
None�
N/A�
�
�
�
�
�
6.2	The processing of cheque payment runs is performed in a controlled manner and is subject to reconciliation / balancing routines.�
None�
N/A�
�
�
�
�
�
6.3	Invoices processed for payment by the payments section are properly validated and authorised prior to payment.�
None�
N/A�
�
�
�
�
�
�
�
�
�
�
�
�
�
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6.	PAYMENT RUNS (Continued)�
�
�
�
�
�
�
�
6.4	All payments made by standing order and / or direct debit are authorised, supported and appropriate restrictions placed over their use.�
None�
N/A�
�
�
�
�
�
6.5	Bankers drafts and inter-bank transfer instructions are adequately supported, reviewed and approved prior to payment.�
None�
N/A�
�
�
�
�
�
7.	BACS�
�
�
�
�
�
�
�
7.1	BACS payments are properly authorised and correctly processed.�
None�
N/A�
�
�
�
�
�
8.	CREDIT CARD ADMINISTRATION�
�
�
�
�
�
�
�
8.1	Credit cards are authorised and used in accordance with approved procedures.�
None�
N/A�
�
�
�
�
�
8.2	Credit card payments are appropriately authorised, reviewed and correctly posted.�
None�
N/A�
�
�
�
�
�
9.	MISCELLANEOUS�
�
�
�
�
�
�
�
9.1	Payments, deductions of tax, and returns made under the Construction Industry Scheme are recorded, remitted and submitted in accordance with legislative requirements�
None�
N/A�
�
�
�
�
�



� POPL (Purchase order purchase ledger):  Add, change, enquire on, de/re-activate record access profile for Payments Section staff across all codes.
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