Shetland Islands Council
E-Newsletter Data Protection Privacy Statement
Who we are?
Shetland Islands Council is a local authority established under the Local Government etc. (Scotland)
Act 1994. Its office headquarters is located at 8 North Ness Business Park, Lerwick, Shetland, ZE1
OLZ, United Kingdom.

You can contact our Data Protection Officer by post at this address, by e-mail at:
dataprotection@shetland.gov.uk and by telephone on (01595) 744 550.

The Data Protection Officer for Shetland Islands Council is the Executive Manager — Governance
and Law.

Why do we need your personal information and what do we do with it?

You are giving us your personal information to allow us to communicate with you via email about
the topics you have requested information about. This includes the use of cookies/tracking to
measure subscriber event activity information (email opens, link clicks, event date, timestamp, etc)
— this enables the Council to measure how useful you find the information it shares, and to complete
any appropriate follow up actions.

We also use your information to verify your identity where required, contact you by post, email or
telephone and to maintain our records.

Legal basis for using your information

We provide these services to you as part of our statutory function as your local authority. You can
find more details of our role on our website. Processing your personal information is necessary on
the basis of your consent.

If you do not provide us with the information we have asked for then we will not be able to provide
this service to you.

What personal data we hold, and how we obtain it?
The types of personal data we hold and process about you can include:

e Name/Salutation.

e Email Address.

e Geographical location.

¢ Interest based information — the topics you subscribe to receive information about.

All personal data is held within a secure information management system.

Who do we share your information with?
We are legally obliged to safeguard public funds so we are required to verify and check your details

internally for fraud prevention. We may share this information with other public bodes (and also
receive information from these other bodies) for fraud checking purposes.
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We are also legally obliged to share certain data with other public bodies, such as HMRC and will
do so where the law requires this. We will also generally comply with request for specific information
from other regulatory and law enforcement bodies where this is necessary and appropriate.

Your information is also analysed internally and externally to help us improve our services and to
comply with legislations. We provide an internal audit service because the law states we must do
so. The law also states we must be audited externally. The external auditors are appointed by Audit
Scotland. Our internal audit team and the external auditors may process any personal information
held within the Council for its contractors and partners) in order to assess and provide assurances
on the arrangements for governance, risk management and internal control within the service area.
External audit will also ensure that the financial position stated in the annual accounts give a true
and fair view in accordance with the law and codes of practice.

In order to provide this service, the Council will share your information with Granicus. Granicus
GovDelivery use your email address to deliver messages to you on behalf of the Council and for
internal auditing, diagnostic, support, and troubleshooting purposes. Your data will only be used for
the purpose of contacting you in relation to your subscription preferences and, if you change your
subscriber preferences/request to be removed, we will delete your data and it will not be shared
onwards with any other third party.

Will we send your information outwith the UK?

Shetland Islands Council uses Granicus GovDelivery, a US based organisation to provide this
service. Granicus GovDelivery is fully compliant with all UK and European data protection rules,
including UK data protection legislation and the UK-US data bridge arrangements. Granicus
GovDelivery implements strict internal data protect policies and procedures to ensure data is kept
safe and secure.

The Granicus Privacy Policy can be found here: Privacy Policy Granicus UK.

Information you provide will be owned by the Council and Granicus gives an undertaking to process
information in accordance with UK data protection legislation. This will be undertaken through the
Granicus’ GovDelivery service and, by subscribing to receive information, you are also providing
consent to Granicus’ cookie policy and the processing of your information by them. For further
information, a copy of the GovDelivery Subscriber Cookie Statement can be found here:

GovDelivery Subscriber Cookie Statement

You can withdraw your consent at any time by changing your subscriber preferences and/or
submitting a written request to unsubscribe to communications@shetland.gov.uk

How long do we keep your information for?

We only keep your personal information for the minimum amount of time necessary. Sometimes
this time period is set out in the law, but in most cases it is based on the business need. We maintain
a records retention and disposal schedule which sets out how long we hold different types of
information for. You can view this on our website at hitp://www.shetland.gov.uk/information-
rights/InformationManagement.asp or you can request a hard copy from the address above.

Your rights under data protection law
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Access to your information
You have the right to request a copy of the personal information that we hold about you.
Correcting your information

We want to make sure that your personal information is accurate, complete and up to date.
Therefore you may ask us to correct any personal information about you that you believe does not
meet these standards.

Deletion of your information
You have the right to ask us to delete personal information about you where:

o Yyou think that we no longer need to hold the information for the purposes for which it
was originally obtained

o Wwe are using that information with your consent and you have withdrawn your consent
— see Withdrawing consent to using your information below.

o Yyou have a genuine objection to our use of your personal information — see Objecting
to how we may use your information below

o our use of your personal information is contrary to law or our other legal obligations.

Objecting to how we may use your information

You have the right at any time to tell us to stop using your personal information for direct marketing
purposes.

Restricting how we may use your information

In some cases, you may ask us to restrict how we use your personal information. This right might
apply, for example, where we are checking the accuracy of personal information that we hold about
you or we are assessing the objection you have made to our use of your information.

This right might also apply if we no longer have a basis for using your personal information but you
don't want us to delete the data. Where this right is realistically applied will mean that we may only
use the relevant personal information with your consent, for legal claims or where there are other
public interest grounds to do so.

Withdrawing consent to use your information
Where we use your personal information with your consent you may withdraw that consent at any
time and we will stop using your personal information for the purpose(s) for which consent was

given.

You can withdraw your consent at any time by changing your subscriber preferences and/or
submitting a written request to unsubscribe to communications@shetland.gov.uk

Please contact us as stated above if you wish to exercise any of these rights.

Information you have given us about other people
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If you have provided anyone else’s details to the Council, please make sure that you have told them
that you have given their information to Shetland Islands Council. We will only use this information
for a specific purpose, e.g. to contact those people in the event of an emergency, to assess your
own entitlement to a service or to contact them in order to take up references in the event that you
are successful in your job application.

If they want any more information on how we will use their information they can visit our web site at
http://www.shetland.gov.uk/information-rights/DataProtection.asp
or email dataprotection@shetland.gov.uk.

Profiling or automated decision-making processes

We intend to use automated decision-making processes to send you the information you have
requested. This includes the use of automatic processes to send a follow up survey based on your
engagement with the content sent to you.

Automated decision-making processes will be used to send follow up emails to you if you have not
opened communications from us for a period of time. The purpose of this email will be to ask whether
the content you are receiving from us is still relevant to you, and if you still wish to remain subscribed
to the service we are providing.

Complaints

We aim to directly resolve all complaints about how we handle personal information. If your
complaint is about how we have handled your personal information, you can contact the Council’s
Data Protection Officer by E-mail at dataprotection@shetland.gov.uk or by Phone on (01595) 744
550.

However, you also have the right to lodge a complaint with the Information Commissioner's Office,
who can be contacted by post at:

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

Cheshire SK9 5AF

Phone: 0303 123 1113 (local rate) or 01625 545 745.

Visit their website for more information at- https://ico.org.uk/concerns

Please note if your complaint is not about a data protection matter or does not concern the handling
of personal information, please contact us using the Council’s Complaints Handling Procedure.
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