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[bookmark: _Toc152835271]Purpose and Scope

The purpose of the Plan is to ensure the Harbour Master & Port Operations Department continues to deliver prioritised activities in the event of a disruptive incident.

The scope of the Plan relates to escalation and recovery procedures during the following circumstances:

· Loss of Premises;
· Loss of Staff;
· Loss of Communications/IT;
· Loss of Equipment;
· Loss of Supplies;
· Loss of Utilities (power, water)

The Business Continuity Plan for Harbour Master & Port Operations can be read in conjunction with the Business Impact Analysis (BIA), as well as the Shetland Islands Council Major Incident Plan, Shetland Inter-agency Initial Response Plan, the Sullom Voe & Scalloway Emergency Plans, the Sullom Voe & Scalloway Oil Spill Contingency Plans and the Shetland Islands Council Marine Pollution Contingency Plan.

[bookmark: _Toc118711551][bookmark: _Toc152835272]Roles and Responsibilities

The Executive Manager – Harbour Master will be responsible for the implementation of this Plan.

The Executive Manager responsible for the affected service will escalate via the Directorate Management Team to Corporate Management Team. Following the escalation flowchart in Appendix A, a decision will be made by Directorate Management Team / Corporate Management Team (IMT) whether to establish an Incident Management Team (IMT).

Staff will be allocated duties by the person leading the incident response (Incident Lead or senior individual on-duty) at the operational level. Responsibilities will vary depending on the incident but general considerations are outlined in Appendix A. The membership of the IMT may vary depending on the incident type and duration.

[bookmark: _Toc118711552][bookmark: _Toc152835273]Objectives

The objectives of this Plan are as follows:

· To identify the priority activities (referring to BIA);
· To establish the activities most risk from disruption (referring to BIA);
· To list critical systems, infrastructure and equipment;
· To outline the necessary resources to partially recover;
· To quantify Return Point Objectives (data loss) and Recovery Time Objectives;
· To provide clear guidance on initial actions;
· To highlight dependent services or stakeholders;
· To list the contact details of relevant staff.


[bookmark: _Toc118711553][bookmark: _Toc152835274]Relevant Dependencies and Communication

The following departments, services and organisations require to be communicated with in the event of an incident:

1. Director – Infrastructure Services
2. Executive Manager – Governance & Law
3. Emergency Planning & Resilience 
4. SIC Communications
5. Emergency Services (as appropriate & as first priority)

[bookmark: _Toc118711554][bookmark: _Toc152835275]Action Cards

Actions Cards are located in Appendix B that detail:

· The necessary resources for recovery;
· The Return Point Objective for data loss;
· The Return Time Objective for service recovery;
· Initial Actions;
· Further Considerations.

The Action Cards relate to the main consequences of a disruptive event. Extra cards can be added depending on the complexity of the recovery or relating to a specific scenario that is unique to the service.
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Incident stand down is decided by either Directorate or Corporate Management Team, depending on its scale and extent. Stand down will be logged as a decision/action and disseminated to staff and stakeholders. 

[bookmark: _Toc118711556][bookmark: _Toc152835277]Debrief

The debriefing process is key for organisational learning. Appendix F should be used to debrief the teams involved in the incident. It is responsibility of the Incident Lead to ensure their team is debriefed. Debrief forms should be returned to Emergency Planning & Resilience for review and to allow a Post Incident Report to be compiled.
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The appendices for this Plan contain the following:

· Appendix A - Escalation Process
· Appendix B - Action Cards
· Appendix C - Staff Contact Details
· Appendix D - Incident Log Template
· Appendix E - Action Log
· Appendix F – Debrief Form
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INCIDENT OCCURS
Can incident be managed with current resources?

NO
YES
No further action
Escalate to Directorate and / or  Corporate Management Team 

DECLARE & ASSESS
Use Action Cards – Appendix B
Notify required staff – Appendix C



SUPPORT - Set up Incident Management Team - if required

COMMUNICATE - Develop a communications strategy - inform stakeholders


COORDINATE
· Gather information – Appendix D
· Record actions – Appendix E
· Develop a plan
· Inform

DEBRIEF - Appendix F


YES
NO
YES
NO
Stand-down?
Invoke
BCP?
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Appendix B – Action Cards

[bookmark: _Toc152835281]ACTION CARD 1 - LOSS OF COMMUNICATIONS/IT
	RESOURCES TO CONTINUE OR RESUME SERVICE (from Business Impact Analysis)

	PEOPLE
	Operational Staff e.g. Duty Harbour Master, Pilots, Tug Crews, Pilot Boat Crews, VTS, Admin etc. 

	PREMISES
	Alternative premises situated at Duty Tug / bunk house (VTS), Scalloway Fish Market Office 
(Scalloway Staff)

	EQUIPMENT
	VTS equipment, Comms equipment, AtoN

	ICT
	SIC ICT, CERS, Kongsberg, BT, StormGeo 

	SUPPLIES
	Mobile phones, hand held VHF radios, Laptops



	RETURN POINT OBJECTIVE (DATA BACK-UP)
	RECOVERY TIME OBJECTIVE

	SYSTEM
	TIMESCALE
	RESUMED ACTIVITY
	TIMESCALE

	SIC ICT
	ASAP
	Maintaining SIC comms 
	ASAP

	Kongsberg
	ASAP
	Maintaining VTS 
	ASAP

	CERS (DfT / MCA)
	ASAP
	Maintaining statutory 
reporting
	ASAP

	BT
	ASAP
	Maintaining external 
Comms, internet etc.
	ASAP

	StormGeo
	ASAP
	Maintaining up to date
Met data
	ASAP



	INITIAL ACTIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	VTS / Duty SPO / DHM as per Port Emergency Plan – 
Inform relevant system authority
	Executive Manager
	See Incident Log

	2
	Executive Manager – as per Port Emergency Plan
	Executive Manager
	See Incident Log

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	



ACTION CARD 1 - LOSS OF COMMUNICATIONS/IT (cont.)
	FURTHER CONSIDERATIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Establish alternative resources and means of communication
	Executive Manager
	See Incident Log

	2
	Consider suspending operations
	Executive Manager
	See Incident Log

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	




[bookmark: _Toc152835282]ACTION CARD 2 - LOSS OF PREMISES
	RESOURCES TO CONTINUE OR RESUME SERVICE (from BIA)

	PEOPLE
	Operational Staff e.g. Duty Harbour Master, Pilots, Tug Crews, Pilot Boat Crews, VTS, Admin etc. 

	PREMISES
	Alternative premises situated at Duty Tug / bunk house (VTS), Scalloway Fish Market Office 
(Scalloway Staff)

	EQUIPMENT
	VTS / Office 

	ICT
	SIC ICT, CERS, Kongsberg, BT, StormGeo 

	SUPPLIES
	Mobile phones, hand held VHF radios, Laptops



	RECOVERY TIME OBJECTIVE 

	RESUMED ACTIVITY
	TIMESCALE

	VTS Resumption of Service
	ASAP 

	Admin Resumption of Service
	ASAP

	Ops Resumption of Service
	ASAP

	
	



	INITIAL ACTIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	VTS / Duty SPO / DHM as per Port Emergency Plan

	Executive Manager
	See Incident Log

	2
	Executive Manager – as per Port Emergency Plan
	Executive Manager
	See Incident Log

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	



ACTION CARD 2 - LOSS OF PREMISES (cont.)
	FURTHER CONSIDERATIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Establish alternative resources and Premises
	Executive Manager
	See Incident Log

	2
	Consider suspending operations
	Executive Manager
	See Incident Log

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
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	RESOURCES TO CONTINUE OR RESUME SERVICE (from Business Impact Analysis)

	PEOPLE
	Covered with OT or relief staff when appropriate and when staff are free / willing

	PREMISES
	N/A

	EQUIPMENT
	Contract Tug / Crew / Staff

	ICT
	N/A

	SUPPLIES
	N/A



	RECOVERY TIME OBJECTIVE 

	RESUMED ACTIVITY
	TIMESCALE

	Cover for critical operational posts
	ASAP

	
	

	
	

	
	



	INITIAL ACTIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	VTS / Duty SPO / DHM as per Port Emergency Plan

	Executive Manager
	See Incident Log

	2
	Executive Manager – as per Port Emergency Plan
	Executive Manager
	See Incident Log

	3
	Consider Suspension of Service
	Executive Manager
	See Incident Log

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	



ACTION CARD 3 - LOSS OF STAFF (cont.)
	FURTHER CONSIDERATIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Inform HR
	Executive Manager
	See Incident Log

	2
	Plan rota
	Executive Manager
	See Incident Log

	3
	Consider agency / relief staff where appropriate
	Executive Manager
	See Incident Log

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
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	RESOURCES TO CONTINUE OR RESUME SERVICE (from Business Impact Analysis)

	PEOPLE
	Staff / Procurement to source alternatives & check current stock levels

	PREMISES
	Possible extra storage

	EQUIPMENT
	Source suitable containers for additional storage e.g. fuel tanks

	ICT
	Stock database / ordering systems

	SUPPLIES
	Check current stock levels & compile list of local suppliers



	RECOVERY TIME OBJECTIVE 

	RESUMED ACTIVITY
	TIMESCALE

	Dependant on supply loss and duration
	ASAP for critical supplies

	
	

	
	

	
	



	INITIAL ACTIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Establish timeline for resumption of normal supply chain
	Executive Manager
	

	2
	Establish reserves of stock held
	Executive Manager
	

	3
	Consider limiting use to essential business only
	Executive Manager
	

	4
	Consider suspension of service
	Executive Manager
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	



ACTION CARD 4 - LOSS OF SUPPLIES (cont.)
	FURTHER CONSIDERATIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Examine BC arrangements in contracts
	Executive Manager
	

	2
	Contact partners
	Executive Manager
	

	3
	Consider increasing reserve stock 
	Executive Manager
	

	4
	Consider cost implications if wide scale shortages are 
experienced
	Executive Manager
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
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	RESOURCES TO CONTINUE OR RESUME SERVICE (from Business Impact Analysis)

	PEOPLE
	Duty staff to organise and supply alternative welfare and facilitate shift changes.

	PREMISES
	e.g. Alternative premises situated at Scalloway fish market (for scalloway staff)

	EQUIPMENT
	Back up generators (Sella Ness) for essential systems 
Use of alternative comms eg VHF or mobile phone

	ICT
	UPS, Laptops, power banks?

	SUPPLIES
	Welfare supplies to be sourced



	RETURN POINT OBJECTIVE (DATA BACK-UP)
	RECOVERY TIME OBJECTIVE

	SYSTEM
	TIMESCALE
	RESUMED ACTIVITY
	TIMESCALE

	Generators
	Immediate
	Normal activities
	Immediate

	
	
	
	

	
	
	
	

	
	
	
	



	INITIAL ACTIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Inform Directorate / Corporate Management Team
	Executive Manager
	

	2
	Call-out key staff
	Executive Manager
	

	3
	Inform dependencies
	Executive Manager
	

	4
	Consider work from home or standing down non-essential 
staff
	Executive Manager
	

	5
	Establish duration of loss
	Executive Manager
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	



ACTION CARD 5 - LOSS OF UTILITIES (Power and/or Water)(cont.)
	FURTHER CONSIDERATIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Inform Communications
	Executive Manager
	

	2
	Plan rota
	Executive Manager
	

	3
	Plan alternative storage
	Executive Manager
	

	4
	Consider suspension of service
	Executive Manager
	

	5
	Source alternative supplies e.g. bottled water / portable 
generators 
	Executive Manager
	

	6
	Consider alternative working premises 
	Executive Manager
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	




[bookmark: _Toc152835286]ACTION CARD 6 - LOSS OF EQUIPMENT
	RESOURCES TO CONTINUE OR RESUME SERVICE (from Business Impact Analysis)

	PEOPLE
	Staff / Procurement to source alternatives & check current stock levels

	PREMISES
	N/A

	EQUIPMENT
	Source suitable replacement

	ICT
	Stock database / ordering systems

	SUPPLIES
	Check current stock levels & compile list of local suppliers



	RECOVERY TIME OBJECTIVE 

	RESUMED ACTIVITY
	TIMESCALE

	Dependant on level of loss i.e. critical infrastructure
	ASAP for critical equipment

	
	

	
	

	
	



	INITIAL ACTIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Assess timeline / viability of repair or replace
	Executive Manager
	

	2
	Establish timeline for resumption of normal supply chain
	Executive Manager
	

	3
	Establish reserves of stock held
	Executive Manager
	

	4
	Consider limiting use to essential business only
	Executive Manager
	

	5
	Consider suspension of service
	Executive Manager
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



ACTION CARD 6 - LOSS OF EQUIPMENT (cont.)
	FURTHER CONSIDERATIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	Examine BC arrangements in contracts
	Executive Manager
	

	2
	Contact partners
	Executive Manager
	

	3
	Consider increasing reserve stock 
	Executive Manager
	

	4
	Check market availability for contract hire of equipment
	Executive Manager
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	





[bookmark: _Toc152835287][bookmark: _Toc118711560]ACTION CARD 7 – PROTEST / CIVIL UNREST
	RESOURCES TO CONTINUE OR RESUME SERVICE (from Business Impact Analysis)

	PEOPLE
	Response as per Port Emergency Plan / Protest Plan

	PREMISES
	Within the Ship and Port Facility Regulations (2004) defined Restricted Area

	EQUIPMENT
	Security fence / gates / gate house / lighting / torches / hand held radios

	ICT
	CCTV

	SUPPLIES
	N/A



	RECOVERY TIME OBJECTIVE 

	RESUMED ACTIVITY
	TIMESCALE

	Normal activities and access
	ASAP

	
	

	
	

	
	



	INITIAL ACTIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	As per Port Emergency Plan / Protest Plan
	Executive Manager
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	



ACTION CARD 7 - PROTEST / CIVIL UNREST (cont.)
	FURTHER CONSIDERATIONS

	No.
	Action	
	Responsibility
	Time Completed

	1
	As per Port Emergency / Protest Plans
	Executive Manager
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
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	Name/Title
	Work No.
	Home No.
	Mobile no.
	Home address

	Greg Maitland
	01806 244209
	
	07747 120713
	Stort Skur. East Burrafirth,
Bixter, ZE2 9NE

	Andrew Inkster
	01806 244264
	01595 840538
	07747 620546
	Valinor, Wadbister, 
ZE2 9SQ

	Ben Clifton
	01806 244245
	
	07385 428532
	17 Skelladale, Brae,
ZE2 9QQ

	Ross Gordon
	01806 244202
	
	07392 120721
	12 Voeside, Bressay,
ZE2 9EN

	Kevin Main
	01806 244297
	
	07795 272053
	Burgastoo, Upper Setter,
Gulberwick, ZE2 9JX

	David Hopwood
	01806 244205
	
	07739 403907
	Mareel, Wormadale,
Whiteness, ZE2 9LJ

	Sullom Voe VTS
	01806 244280
	
	
	

	Scalloway Harbour
	[bookmark: _GoBack]01595 744221
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	INCIDENT/EXERCISE
	

	LOCATION
	

	TIME OF INCIDENT
	

	TIME LOG STARTED
	

	LOGGIST NAME
	



	DATE
	TIME
	SOURCE
	INFORMATION
	ACTION

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





	INCIDENT/EXERCISE
	

	LOCATION
	

	TIME OF INCIDENT
	

	TIME LOG STARTED
	

	LOGGIST NAME
	


[bookmark: _Toc118711562][bookmark: _Toc152835290]Appendix E – Action Log





	ACTION NO
	DATE
	TIME
	SOURCE
	ACTION
	UPDATE

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	

	7
	
	
	
	
	

	8
	
	
	
	
	

	9
	
	
	
	
	

	11
	
	
	
	
	

	12
	
	
	
	
	

	13
	
	
	
	
	

	14
	
	
	
	
	

	15
	
	
	
	
	

	16
	
	
	
	
	

	17
	
	
	
	
	

	18
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This form is to capture immediate post-incident learning and to improve response to future incidents. Actions identified will be included in the post-incident action plan.

	Date of incident: 
	 

	Date of debrief: 
	 


 
	Team debriefed

	 
 
 
 


 
	Person completing the form (name and role)

	 
 


 
	Please provide a brief summary of your team’s involvement in the incident

	 
 
 
 


 


	What went well?

Please list aspects of the incident which worked well:

	 
 
 


 

	What went less well?

Please list aspects of the incident which could have been managed more effectively:

	 
 
 
 



	Lessons learned for your team

	 
 
 
 


 
	Recommendations for the organisation

	 


 
	Please return the completed form to: Emergency.planning@shetland.gov.uk 





Ensure debrief meetings are carried out and recorded.
DEBRIEF





Directorate / Corporate Management Team to authorise Stand Down. 

If an incident is likely to continue for more than 4-8 hours, establish a rota for staff.







Once the main priorities have been dealt with, you may consider scaling down the response, or pass to another to deal with the medium and long term issues, or the day-to-day recovery of the incident. 

COORDINATE










Update staff and other key stakeholders with recovery plans and estimated recovery time objectives. 
UPDATE





Inform partners/stakeholders as necessary.  



Ensure that staff are briefed about the incident and given clear instructions.

COMMUNICATE










Form an incident management team, if required. Loggist support?

Identify who can help to manage the incident (this will be dependent on the type of incident). 
GET SUPPORT









Assess any wider implications of the incident (e.g. to providers / stakeholders / partners). 

Identify which critical functions are affected by the incident.

Assess the likely duration of the incident. 

Assess the risk and impact of the incident to the organisation – this may be based on which resources are affected: People - Premises - Technology - Information - Suppliers and partners. 
ASSESS 
INCIDENT


















Start a log of the incident - gather information and actions. 

Move to the designated Control Centre or suitable location - if necessary.

Identify an incident manager. 
INCIDENT DECLARED
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